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Neural Networks
Introduction

Increase in computational power of neural networks

However, neural networks can be fragile wrt to input perturbations

Adversarial examples

Small changes in the inputy
Large changes in the output
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C. Szegedy and et. al. Intriguing properties of neural networks. In ICLR, 2014
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Neural Networks
Robustness verification and training

Critical task: ensuring safe and reliable operation of
learning-based systems.

1 Verification: how robust is a learning algorithm?

2 Training: how to design robust learning models?

Tesla self-driving accident

This task is challenging for neural networks:

large size of the networks

nonlinear interactions

unknown components

dynamic and stochastic environment
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Reachability Analysis
A paradigm for robustness verification

Reachable set: Given an input set X
safe output domain S

R(X ) = {f(u) | u ∈ X}
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f(u)

Goal: approximate R(X ) and check if R(X ) ⊂ S.

Lipschitz bounds:

A. Virmaux and K. Scaman. Lipschitz regularity of deep neural networks: analysis and efficient estimation. In

NeurIPS, 2018

Interval bound propagation:

Semi-definite programing:

M. Fazlyab, M. Morari, and G. J. Pappas. Safety verification and robustness analysis of neural networks via

quadratic constraints and semidefinite programming. IEEE Transactions on Automatic Control, 2020.
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Robustness of Neural Networks
Input-Output Lipschitz constant

Input-output Lipschitz constant

‖f(u)− f(v)‖ ≤ L‖u− v‖, for all u, v ∈ Rn
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1 smaller L =⇒ more robust neural networks but less expressive.

2 most common norms: `2 and `∞
`2-norm Lipschitz constant: change in energy-level
`∞-norm Lipschitz constant: component-wise change

3 computing the input-output Lipschitz constant is NP-hard

A. Virmaux and K. Scaman. Lipschitz regularity of deep neural networks: analysis and efficient estimation. In

NeurIPS, 2018

4 extensive research on estimating Lipschitz constant of neural networks
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Presentation outline

implicit neural networks: motivations and challenges

non-Euclidean contraction theory

well-posedness of implicit neural networks

robustness of implicit neural networks

Numerical experiments
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Implicit Neural Networks (INNs)
Definition

explicit hidden layers are replaced by a single implicit layer

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network
traditional neural networks:

xi+1 = Φ(Aix
i + bi), x0 = u

y = Akx
k + c

implicit neural networks:

x = Φ(Ax+Bu+ b)

y = Cx+ c

Φ(y1, . . . , yn) = (φ1(y1), . . . , φn(yn))> is a diagonal activation function

activation functions are slope-restricted in [0, 1], i.e., 0 ≤ φi(x)−φi(y)
x−y ≤ 1 for all x, y ∈ R
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Implicit Neural Networks (INNs)
Origin and Motivations

Origins:

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for

vanishing and exploding gradients? In ICLR, 2020

A general class of learning models

includes feedforward neural networks and residual networks
allows for arbitrary architecture

Bio-inspired and reduce vanishing and exploding gradients

Comparable accuracy to traditional neural networks with significant memory reduction

More suitable for learning constrained optimization problems, stiff problems, and problems
with discontinuity
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Implicit Neural Networks (INNs)
Challenges

Challenge 1: well-posedness, i.e., existence and uniqueness of

x = Φ(Ax+Bu+ b)

Challenge 2: computing robustness margin, i.e., estimate Lipschitz bound for INNs

Key insight

Fixed-point equation ⇐⇒ Dynamical system

x = Φ(Ax+Bu+ b) ẋ = −x+ Φ(Ax+Bu+ b)

well-posedness ⇐⇒ equilibrium points

robustness ⇐⇒ reachability analysis

Tools and techniques from Contraction Theory
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Presentation outline

implicit neural networks: motivations and challenges

non-Euclidean contraction theory

well-posedness of implicit neural networks

robustness of implicit neural networks

Numerical experiments
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Contraction theory
Definitions

ẋ = G(x) is contractive if its flow is a contraction map
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Contraction theory
Historical notes
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Contraction theory
Properties
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unit disk with radius e�ct

Highly ordered transient and asymptotic behavior:

1 time-invariant G: unique globally exponential stable equilibrium
two natural Lyapunov functions

2 periodic G: contracting system entrain to periodic inputs

3 strong robustness properties: contractivity rate is natural measure of robust stability
input-to-state stability in presence of un-modeled dynamics

4 accurate numerical integration and efficient methods for their equilibrium computation
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Contraction theory
Matrix measures

The matrix measure of A ∈ Rn×n wrt to ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h
.

Directional derivative of norm ‖ · ‖ in direction of A,

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)
µ∞(A) = max

i

(
aii +

∑
j 6=i
|aij |

)
Numerical analysis

E. Hairer, S. P. Nørsett, and G. Wanner. Solving Ordinary Differential Equations I. Nonstiff Problems. 1993

T. Ström. On logarithmic norms. SIAM Journal on Numerical Analysis, 1975
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Contraction theory
Properties of matrix measures

Basic properties:

subadditivity: µ(A+B) ≤ µ(A) + µ(B),

convexity: µ(θA+ (1− θ)B) ≤ θµ(A) + (1− θ)µ(B), ∀θ ∈ [0, 1]

norm/spectrum: Re(λ) ≤ µ(A) ≤ ‖A‖, ∀λ ∈ spec(A)
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� 2 spec(A)
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↵(A) = max<(�)
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min<(�)
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logarithmic
ine�ciency
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Contraction theory
One-sided Lipschitz constant: scalar functions

Lipschitz constant ` ∈ R

|G(x)− G(y)| ≤ `|x− y| ⇐⇒ −` ≤ G′(x) ≤ `

One-sided Lipschitz constant b ∈ R

(x− y)(G(x)− G(y)) ≤ b(x− y)2 ⇐⇒ G′(x) ≤ b
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Contraction theory
One-sided Lipschitz constant: `2-norm

Lipschitz constant ` ∈ R

‖G(x)− G(y)‖2 ≤ `‖x− y‖2 ⇐⇒ ‖DG(x)‖2 ≤ `

One-sided Lipschitz constant b ∈ R

(x− y)>(G(x)− G(y)) ≤ b‖x− y‖2 ⇐⇒ µ2(DG(x)) ≤ b

The second ⇐⇒ is non-trivial and is proven in

P. DeLellis, M. Di Bernardo, and G. Russo. On QUAD, Lipschitz, and contracting vector fields for consensus and

synchronization of networks. IEEE Transactions on Circuits and Systems I: Regular Papers, 2011
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Contraction theory
One-sided Lipschitz constant:Non-Euclidean norms

Lipschitz constant ` ∈ R

‖G(x)− G(y)‖ ≤ `‖x− y‖ ⇐⇒ ‖DG(x)‖ ≤ `

One-sided Lipschitz constant b ∈ R

? ⇐⇒ µ(DG(x)) ≤ b

The notion of weak pairing is used instead of ?

A. Davydov, S. Jafarpour, and F. Bullo. Non-Euclidean contraction theory for robust nonlinear stability. IEEE Trans.

Autom. Control, 2021

supx ‖DG(x)‖ := Lip G supx µ(DG(x)) := osL G
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Contraction theory
Contraction via matrix measures

ẋ = G(x) is contractive if its flow is a contraction map
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<latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit>

x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

<latexit sha1_base64="CePEb9FifnRKW6a7JN7QyV4El50="></latexit>

`1
<latexit sha1_base64="wLGhrPh6nAoRw1TaCIs8E60MsDI="></latexit>

`2
<latexit sha1_base64="08RwU98XUA8yyc2GvpS6ThlsQWk="></latexit>

`1
<latexit sha1_base64="4WKuB8iDJNhJExJ80io1IHfhKrc="></latexit>

`5

<latexit sha1_base64="vkrOFlGv1HG4K+dljrdsARvrR1o="></latexit>

`9

Dynamical system ẋ = G(x) is contracting with respect to the norm ‖ · ‖ iff

µ(DG(x)) ≤ −c, for all x

or osL(G) ≤ −c
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Contraction theory
Non-Euclidean contractions

`2 − contraction LMI

µ2(DG(x)) ≤ −c ⇐⇒ DG(x) +DG(x)> � −cI

Monotone Operator Theory

E. K. Ryu and S. Boyd. Primer on monotone operator methods. Applied Computational Mathematics, 2016

`1/`∞ − contraction Diagonal Dominance

µ∞(DG(x)) ≤ −c, ⇐⇒ (DG(x))ii +
∑
j 6=i
|(DG(x))ij | ≤ −c, ∀i

µ1(DG(x)) ≤ −c, ⇐⇒ (DG(x))ii +
∑
j 6=i
|(DG(x))ji| ≤ −c, ∀i

Non-Euclidean Monotone Operator Theory
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Presentation outline

implicit neural networks: motivations and challenges

non-Euclidean contraction theory

well-posedness of implicit neural networks

robustness of implicit neural networks

Numerical experiments

SJ (Georgia Tech) Robustness of Neural Networks June 7, 2022 22 / 46



Solvability of fixed-point equations
A contraction-based framework

Challenge 1: well-posedness

Problem statement

For a fixed-point equation

x = F(x, u) (for implicit neural networks F(x, u) = Φ(Ax+Bu+ b))

1 when do we have a unique solution?

2 how to efficiently compute it?

Banach Fixed-point Theorem: if Lip F(·, u) < 1, then x = F(x, u) has a unique solution by
the Picard iterations

xk+1 = F(xk, u).
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Solvability of fixed-point equations
A contraction-based framework

Key insight

Fixed-point of ⇐⇒ Equilibrium point of

x = F(x, u) ẋ = −x+ F(x, u)

Contraction theory: existence and uniqueness of equilibrium point

osL F(·, u) < 1.

Theorem: Fixed-point via matrix measures

If osL F(·, u) < 1 then

1 F has a unique fixed-point x∗u.

2 xk+1 = (1− α)xk + αF(xk, u) converges
to x∗u, for small enough α.

Theorem: Fixed-point via norm

If Lip F(·, u) < 1 then

1 F has a unique fixed-point x∗u.

2 xk+1 = F(xk, u) converges to x∗u.
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Solvability of fixed-point equations
A contraction-based framework

osL F(·, u) < 1 is less conservative than Lip F(·, u) < 1.

F(x, u) = Ax+Bu with A =

[
a b
b a

]

a
<latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit>

b
<latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit>

a
<latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit>
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µ∞(A) ≤ 1
unbounded

‖A‖∞ ≤ 1
bounded
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Well-posedness of INNs
A useful lemma

upper bound on osL and Lip for non-Euclidean norm `∞-norm

Lemma:

osL∞(Φ(Ax+Bu+ b)) = sup
x
µ∞(Dφ(x)A) ≤ µ∞(A)

Lip∞(Φ(Ax+Bu+ b)) = sup
x
‖Dφ(x)A‖∞ ≤ ‖A‖∞

Proof:

DΦ(x) = diag(φ′1(x1), . . . , φ
′
n(xn)) and 0 ≤ φ′i(xi) ≤ 1

use definition of µ∞.
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Well-posedness of INNs
Computing fixed-points

x = Φ(Ax+Bu+ b)

Theorem: Fixed-points of INNs

If µ∞(A) < 1, then

1 there exists a unique fixed-point,

2 for small α > 0, the average iterations:

xk+1 := (1− α)xk + αΦ(Axk +Bu+ b)

is a contraction map

Theorem: Fixed-points of INNs

If ‖A‖∞ < 1, then

1 there exists a unique fixed-point,

2 the Picard iterations

xk+1 := Φ(Axk +Bu+ b)

is a contraction map.

The average iteration is the Euler discretization of the dynamical system

ẋ = −x+ Φ(Ax+Bu+ b)
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Robustness of fixed-point equations
Input-to-state Lipschitz bounds

Challenge 2: Robustness margins

Problem statement

How does the fixed-point of x = F(x, u) change with u?

Theorem: Input-to-state Lipschitz bounds

x∗u is a fixed-point of x = F(x, u) and
osL F(·, u) < 1,

‖x∗u − x∗v‖ ≤
Lip F(x, ·)

1− osL F(·, u)
‖u− v‖

Theorem: Input-to-state Lipschitz bounds

x∗u is a fixed-point of x = F(x, u) and
Lip F(·, u) < 1,

‖x∗u − x∗v‖ ≤
Lip F(x, ·)

1− Lip F(·, u)
‖u− v‖
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Robustness of INNs
Computing the Lipschitz bounds

x = Φ(Ax+Bu+ b),

y = Cx+ c

How to compute input-output Lipschitz bounds of INNs?

u 7→︸︷︷︸
Lipu→x∗u

x∗u 7→︸︷︷︸
Lipx∗u→y

y =⇒ Lipu→y = Lipu→x∗uLipx∗u→y

Theorem: Input-to-output Lipschitz

if µ∞(A) < 1 then

Lipu→y ≤
‖B‖∞‖C‖∞
1− µ∞(A)+

.

Theorem: Input-to-output Lipschitz

if ‖A‖∞ < 1 then

Lipu→y ≤
‖B‖∞‖C‖∞
1− ‖A‖∞

.
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Implicit Neural Networks (INNs)
Interpretations and comparisons

Intuition #1: Weight-tied infinite-depth NN → fixed-point of INN

x1 x2 x3 xku y
A A A

contraction of xi+1 = Φ(Axi +Biu+ bi) =⇒ limi→∞ x
i = x∗ solution to the INN

Intuition #2: Neural ODE model (infinite time) → fixed-point of INN
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time

contraction of ẋ = −x+ Φ(Ax+Bu+ b) =⇒ limt→∞ x(t) = x∗ solution to INN

R. T. Q. Chen, Y. Rubanova, J. Bettencourt, and D. Duvenaud. Neural ordinary differential equations. In NeurIPS,

2018
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Training INNs
Well-posedness condition + promoting robustness

1 loss function L
2 training data (ûi, ŷi)

N
i=1

min
A,B,C,b,c

N∑
i=1

L(ŷi, Cxi + c) +λ Lipu→y

xi = Φ(Axi +Bûi + b)

µ∞(A) ≤ γ,

γ < 1 is a hyperparameter and λ ≥ 0 is a regularization parameter

training optimization problem is solved via SGD

at each step of SGD, xi = Φ(Axi +Bûi + b) is solved using the average-iterations

µ∞(A) ≤ γ ⇐⇒ ∃T s.t. A = T − diag(|T |1n) + γIn.
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Implicit Neural Networks
Comparison with the literature

State-of-the-art architectures:

Implicit Deep Learning (IDL)

`∞-norm well-posedness and robustness analysis

results in the green boxes

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

Monotone operator equilibrium networks (MON)

`2-norm well-posedness and robustness analysis

Lip∞ ≤
√
r Lip2 with r size of the input

E. Winston and J. Z. Kolter. Monotone operator equilibrium networks. In NeurIPS, 2020

C. Pabbaraju, E. Winston, and J. Z. Kolter. Estimating Lipschitz constants of monotone deep equilibrium

models. In ICLR, 2021
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Numerical Experiments
Lipschitz bound for INNs

MNIST dataset: 28× 28 pixel handwritten digits between 0− 9, 60, 000 training images
and 10, 000 test images.

implicit neural network order: n = 100 and γ = 0.95

loss function: cross entropy
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IDL

Improvements:

(λ = 0): two orders of magnitude
wrt. IDL and wrt. MON

(λ = 10−3): three orders of
magnitude wrt. IDL and one
order of magnitude wrt. MON

(λ = 10−2): four orders of
magnitude wrt. IDL and two
orders of magnitude wrt. MON

Pareto-optimal curve
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Numerical Experiments
Empirical robustness of INNs

perturbation: inversion attack uadv = u+ ε sign(121784 − u)

Label: 6 Label: 0 Label: 5 Label: 4 Label: 9 Label: 9 Label: 2 Label: 1
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Numerical Experiments
Empirical robustness of INNs
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IDL

(λ = 0): improved robustness
than IDL and MON

(λ > 0): improved robustness at
sizable perturbations but losing
some percentage accuracy in
clean performance

Tradeoff between clean performance and robustness
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Numerical Experiments
Empirical robustness of INNs
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Conclusions

non-Euclidean contraction theory

well-posedness of implicit neural networks

estimates of Lipschitz bound of implicit neural networks

train robust implicit neural networks
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Thank you for your attention!
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Backup slides
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Adversarial perturbations
Features and mitigation

Feature of adversarial perturbations:

exist for a large class of learning algorithms

transfer across models (not always!)

not caused by overfitting (empirical evidence)
<latexit sha1_base64="G4vzAKUfqBvuBoSMSn1cPbS+Hlo=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXgnoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse1flSr1Sqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3RzjLg=</latexit>

+
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y = 8
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y = 3

Image credit: MIT CSAIL
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How to mitigate the effect of adversarial perturbations?

Adversarial training

improve training using an attack

easy to implement

no provable guarantee

Robust optimization

use over-approximation of the output

hard to implement in training

provide guarantees
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Implicit Neural Networks
A general framework

A large and flexible class of neural networks:
includes feedforward neural networks
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Implicit Neural Networks
Recent literature

1 Origins
S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea
for vanishing and exploding gradients? In ICLR, 2020

2 Monotone operator theory

E. Winston and J. Z. Kolter. Monotone operator equilibrium networks. In NeurIPS, 2020 M. Revay,

R. Wang, and I. R. Manchester. Lipschitz bounded equilibrium networks. 2020. URL
https://arxiv.org/abs/2010.01732

3 Convergence

K. Kawaguchi. On the theory of implicit deep learning: Global convergence with implicit layers. In
International Conference on Learning Representations, 2021. URL
https://openreview.net/forum?id=p-NZIuwqhI4 S. W. Fung, H. Heaton, Q. Li, D. McKenzie,

S. Osher, and W. Yin. Fixed point networks: Implicit depth models with Jacobian-free backprop, 2021.
URL https://arxiv.org/abs/2103.12803. ArXiv e-print
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Implicit Neural Networks (INNs)
Origin and Motivations

Origins:

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for

vanishing and exploding gradients? In ICLR, 2020

Generalizing feedforward neural networks to fully-connected synaptic matrices

Intuition: xi+1 = φi(Aix
i + bi) ⇐⇒ x = Φ(Ax+Bu+b), where A has

upper diagonal structure.

Aupper-diagonal = Acomplete =
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Implicit Neural Networks (INNs)
Origin and Motivations

comparable accuracy to traditional neural networks with significant memory reduction

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

Intuition: implicit neural network = weight-tied infinite-layer network

x1 x2 x3 xku y
A A A

xi+1 = φi(Ax
i +Biu+ bi) =⇒ limi→∞ x

i = x∗ solution to the INN

suitable for learning constrained optimization problems

A. Agrawal, B. Amos, S. Barratt, S. Boyd, S. Diamond, and J. Z. Kolter. Differentiable convex optimization

layers. In NeurIPS, 2019

Intuition: casting KKT condition as an implicit layer
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Implicit Neural Networks (INNs)
Origin and Motivations

vanishing and exploding gradient

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for

vanishing and exploding gradients? In ICLR, 2020

Intuition: the notion of “autapse” (time-delayed self-feedback) from neuroscience

Aupper-diagonal = AAutapse =

suitable for learning stiff problems or problems with discontinuity

S. Pfrommer, M. Halm, and M. Posa. ContactNets: Learning discontinuous contact dynamics with smooth,

implicit representations. arXiv preprint, 2020
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