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Neural Networks
Verification and Training

Increase in computational power of neural networks

However, neural networks can be fragile wrt input perturbations

Adversarial Perturbations

Small changes in the input
y
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C. Szegedy and et. al. Intriguing properties of neural networks. In ICLR, 2014

Robustness of neural networks is critical in their real-world applications

1 Verification: how robust is a given neural network?

2 Training: how to design robust neural networks?
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Robustness Analysis
A paradigm for safety verification

Given an input perturbation set U
Safe output domain S

N(U) = {N(u) | u ∈ U}
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N(u)

Goal: over-approximate N(U) and check if N(U) ⊂ S.

Lipschitz estimates:

A. Virmaux and K. Scaman. Lipschitz regularity of deep neural networks: analysis and efficient estimation. In NeurIPS, 2018

Interval arithmetic:

W. Xiang, H.-D. Tran, and T. T. Johnson. Output reachable set estimation and verification for multilayer neural networks. IEEE

Trans. Neural Netw. Learn. Syst., 2018

Semi-definite programing:

M. Fazlyab, M. Morari, and G. J. Pappas. Safety verification and robustness analysis of neural networks via quadratic constraints

and semidefinite programming. IEEE Transactions on Automatic Control, 2020.
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Implicit Neural Networks (INNs)
Definition via fixed-point equations

explicit hidden layers are replaced by a single implicit layer

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

traditional neural networks:

xi+1 = Φ(Aix
i + bi), x0 = u

y = Akx
k + bk

implicit neural networks:

x = Φ(Ax+Bu+ b)

y = Cx+ c

Φ(y1, . . . , yn) = (φ1(y1), . . . , φn(yn))> is a diagonal activation function

activation functions are slope-restricted in [0, 1], i.e., 0 ≤ φi(x)−φi(y)
x−y ≤ 1 for all x, y ∈ R
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Implicit Neural Networks (INNs)
Origins and Motivations

Notion of Layer: output is defined implicitly as a function of input

e.g., fixed-point equation, differential equations, optimization problem

Origins

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

R. T. Q. Chen, Y. Rubanova, J. Bettencourt, and D. Duvenaud. Neural ordinary differential equations. In NeurIPS, 2018

B. Amos and J. Z. Kolter. Optnet: Differentiable optimization as a layer in neural networks. In ICML, 2017

Motivations for using implicit learning:

Representation: a general class of learning models

includes feedforward and residual neural networks
architecture flexibility

Performance: differential equations and optimization problems

Memory: comparable accuracy to traditional networks with significant memory reduction
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Implicit Neural Networks (INNs)
A dynamical system perspective

Challenge 1: well-posedness, i.e., existence of solutions to x = Φ(Ax+Bu+ b)

Challenge 2: computing robustness margin, i.e., over-approximating N(U) (N input-output map)

Key insight

Fixed-point equation ⇐⇒ Dynamical system

x = Φ(Ax+Bu+ b) ẋ = −x+ Φ(Ax+Bu+ b)

well-posedness ⇐⇒ equilibrium points

robustness ⇐⇒ forward reachability

Tools and techniques from dynamical system and control theory

We use Contraction Theory and Mixed Monotone System Theory
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Aside #1: Contraction Theory
A framework for well-posedness

Definition

ẋ = F(t, x) is contracting wrt ‖ · ‖ if its flow is a
contraction map wrt ‖ · ‖

Contraction via Logarithmic norms

ẋ = F(t, x) is contracting wrt ‖ · ‖ with rate c iff

µ‖·‖(DF(t, x)) ≤ −c, for all t, x

logarithmic norm µ‖·‖(A) := limh→0+
‖In+hA‖−1

h

Formula: µ2(A) =
1
2
λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i6=j

|aij |
)

µ∞(A) = max
i

(
aii +

∑
j 6=i

|aij |
)
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<latexit sha1_base64="wi0Ie671B5q+pQnuDOsZDzQkN+I=">AAAB6nicdVDLSgNBEOyNrxhfUY9eBoPgKcyEaJJbwIvHiOYByRJmJ7PJkNkHM7PCEvIJXjwo4tUv8ubfOJtEUNGChqKqm+4uL5ZCG4w/nNza+sbmVn67sLO7t39QPDzq6ChRjLdZJCPV86jmUoS8bYSRvBcrTgNP8q43vcr87j1XWkThnUlj7gZ0HApfMGqsdJsO8bBYwmWMMSEEZYTULrEljUa9QuqIZJZFCVZoDYvvg1HEkoCHhkmqdZ/g2Lgzqoxgks8Lg0TzmLIpHfO+pSENuHZni1Pn6MwqI+RHylZo0EL9PjGjgdZp4NnOgJqJ/u1l4l9ePzF+3Z2JME4MD9lykZ9IZCKU/Y1GQnFmZGoJZUrYWxGbUEWZsekUbAhfn6L/SadSJhdlfFMtNaurOPJwAqdwDgRq0IRraEEbGIzhAZ7g2ZHOo/PivC5bc85q5hh+wHn7BFXEjcw=</latexit>y0

y(t)
<latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit>

x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

<latexit sha1_base64="CePEb9FifnRKW6a7JN7QyV4El50="></latexit>

`1
<latexit sha1_base64="wLGhrPh6nAoRw1TaCIs8E60MsDI="></latexit>

`2
<latexit sha1_base64="08RwU98XUA8yyc2GvpS6ThlsQWk="></latexit>

`1
<latexit sha1_base64="4WKuB8iDJNhJExJ80io1IHfhKrc="></latexit>

`5

<latexit sha1_base64="vkrOFlGv1HG4K+dljrdsARvrR1o="></latexit>

`9

A contracting ẋ = F(x) (time-invariant)

converges to a unique equilibrium point
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Aside #1: Contraction Theory
A framework for well-posedness

Definition

ẋ = F(t, x) is contracting wrt ‖ · ‖ if its flow is a
contraction map wrt ‖ · ‖

Contraction via Logarithmic norms

ẋ = F(t, x) is contracting wrt ‖ · ‖ with rate c iff

µ‖·‖(DF(t, x)) ≤ −c, for all t, x

logarithmic norm µ‖·‖(A) := limh→0+
‖In+hA‖−1

h

Formula: µ2(A) =
1
2
λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i6=j

|aij |
)

µ∞(A) = max
i

(
aii +

∑
j 6=i

|aij |
)

<latexit sha1_base64="N3hfoZuaqNqDBlz3SHiemm3eHYU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCF48V7Qe0oWy2k3bpZhN2N2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHssHM0nQj+hQ8pAzaqx0/9R3++WKW3XnIKvEy0kFcjT65a/eIGZphNIwQbXuem5i/Iwqw5nAaamXakwoG9Mhdi2VNELtZ/NTp+TMKgMSxsqWNGSu/p7IaKT1JApsZ0TNSC97M/E/r5ua8NrPuExSg5ItFoWpICYms7/JgCtkRkwsoUxxeythI6ooMzadkg3BW355lbQuqt5l1b2rVeq1PI4inMApnIMHV1CHW2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gAHSI2V</latexit>x0

<latexit sha1_base64="wi0Ie671B5q+pQnuDOsZDzQkN+I=">AAAB6nicdVDLSgNBEOyNrxhfUY9eBoPgKcyEaJJbwIvHiOYByRJmJ7PJkNkHM7PCEvIJXjwo4tUv8ubfOJtEUNGChqKqm+4uL5ZCG4w/nNza+sbmVn67sLO7t39QPDzq6ChRjLdZJCPV86jmUoS8bYSRvBcrTgNP8q43vcr87j1XWkThnUlj7gZ0HApfMGqsdJsO8bBYwmWMMSEEZYTULrEljUa9QuqIZJZFCVZoDYvvg1HEkoCHhkmqdZ/g2Lgzqoxgks8Lg0TzmLIpHfO+pSENuHZni1Pn6MwqI+RHylZo0EL9PjGjgdZp4NnOgJqJ/u1l4l9ePzF+3Z2JME4MD9lykZ9IZCKU/Y1GQnFmZGoJZUrYWxGbUEWZsekUbAhfn6L/SadSJhdlfFMtNaurOPJwAqdwDgRq0IRraEEbGIzhAZ7g2ZHOo/PivC5bc85q5hh+wHn7BFXEjcw=</latexit>y0

y(t)
<latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit>

x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

<latexit sha1_base64="CePEb9FifnRKW6a7JN7QyV4El50="></latexit>

`1
<latexit sha1_base64="wLGhrPh6nAoRw1TaCIs8E60MsDI="></latexit>

`2
<latexit sha1_base64="08RwU98XUA8yyc2GvpS6ThlsQWk="></latexit>

`1
<latexit sha1_base64="4WKuB8iDJNhJExJ80io1IHfhKrc="></latexit>

`5

<latexit sha1_base64="vkrOFlGv1HG4K+dljrdsARvrR1o="></latexit>

`9

A contracting ẋ = F(x) (time-invariant)

converges to a unique equilibrium point
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Aside #1: Contraction Theory
A framework for well-posedness

Definition

ẋ = F(t, x) is contracting wrt ‖ · ‖ if its flow is a
contraction map wrt ‖ · ‖

Contraction via Logarithmic norms

ẋ = F(t, x) is contracting wrt ‖ · ‖ with rate c iff

µ‖·‖(DF(t, x)) ≤ −c, for all t, x

logarithmic norm µ‖·‖(A) := limh→0+
‖In+hA‖−1

h

Formula: µ2(A) =
1
2
λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i6=j

|aij |
)

µ∞(A) = max
i

(
aii +

∑
j 6=i

|aij |
)

<latexit sha1_base64="N3hfoZuaqNqDBlz3SHiemm3eHYU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCF48V7Qe0oWy2k3bpZhN2N2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHssHM0nQj+hQ8pAzaqx0/9R3++WKW3XnIKvEy0kFcjT65a/eIGZphNIwQbXuem5i/Iwqw5nAaamXakwoG9Mhdi2VNELtZ/NTp+TMKgMSxsqWNGSu/p7IaKT1JApsZ0TNSC97M/E/r5ua8NrPuExSg5ItFoWpICYms7/JgCtkRkwsoUxxeythI6ooMzadkg3BW355lbQuqt5l1b2rVeq1PI4inMApnIMHV1CHW2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gAHSI2V</latexit>x0

<latexit sha1_base64="wi0Ie671B5q+pQnuDOsZDzQkN+I=">AAAB6nicdVDLSgNBEOyNrxhfUY9eBoPgKcyEaJJbwIvHiOYByRJmJ7PJkNkHM7PCEvIJXjwo4tUv8ubfOJtEUNGChqKqm+4uL5ZCG4w/nNza+sbmVn67sLO7t39QPDzq6ChRjLdZJCPV86jmUoS8bYSRvBcrTgNP8q43vcr87j1XWkThnUlj7gZ0HApfMGqsdJsO8bBYwmWMMSEEZYTULrEljUa9QuqIZJZFCVZoDYvvg1HEkoCHhkmqdZ/g2Lgzqoxgks8Lg0TzmLIpHfO+pSENuHZni1Pn6MwqI+RHylZo0EL9PjGjgdZp4NnOgJqJ/u1l4l9ePzF+3Z2JME4MD9lykZ9IZCKU/Y1GQnFmZGoJZUrYWxGbUEWZsekUbAhfn6L/SadSJhdlfFMtNaurOPJwAqdwDgRq0IRraEEbGIzhAZ7g2ZHOo/PivC5bc85q5hh+wHn7BFXEjcw=</latexit>y0

y(t)
<latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZR IY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit>

x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

<latexit sha1_base64="CePEb9FifnRKW6a7JN7QyV4El50="></latexit>

`1
<latexit sha1_base64="wLGhrPh6nAoRw1TaCIs8E60MsDI="></latexit>

`2
<latexit sha1_base64="08RwU98XUA8yyc2GvpS6ThlsQWk="></latexit>

`1
<latexit sha1_base64="4WKuB8iDJNhJExJ80io1IHfhKrc="></latexit>

`5

<latexit sha1_base64="vkrOFlGv1HG4K+dljrdsARvrR1o="></latexit>

`9

A contracting ẋ = F(x) (time-invariant)

converges to a unique equilibrium point
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Aside #2: Mixed Monotone System Theory
A framework for reachability analysis

Original system

ẋ = F(x, u)

Embedded system

ẋ = G(x, x, u, u),

ẋ = G(x, x, u, u)

1 F is embedded in G, i.e., F(x, u) = G(x, x, u, u)

2 D1G is Metzler and D2G is non-positive

3 D3G is non-negative and D4G is non-positive

Reachability via embedded system

For u ∈ [u, u], every trajectory of F starting from
x0 ∈ [x0, x0] satisfies

x(t) ∈ [x(t), x(t)]

where t 7→
[
x(t)
x(t)

]
is the trajectory of embedded

system starting from
[ x0
x0

]

Metzler = non-negative off-diagonal entries

embedded system is a monotone dynamical
system wrt the southeast order

[
x
x

]
≤SE

[
y
y

]
⇐⇒ x ≤ y, y ≤ x

G is not unique and different approaches
exist for computing G

Blue = embedded system

Red = original system

<latexit sha1_base64="FNnIHaTuY1uhz97/j3QmGA1VCo8=">AAAB+HicbVDLSsNAFL2pr1ofjbp0EyyCq5JIUZdFNy4r2Ae0IUwm03boZBLmIdbQL3HjQhG3foo7/8ZJm4W2Hhg4nHMP984JU0alct1vq7S2vrG5Vd6u7Ozu7Vftg8OOTLTApI0TloheiCRhlJO2ooqRXioIikNGuuHkJve7D0RImvB7NU2JH6MRp0OKkTJSYFcHmkdE5PHscRa4gV1z6+4czirxClKDAq3A/hpECdYx4QozJGXfc1PlZ0goihmZVQZakhThCRqRvqEcxUT62fzwmXNqlMgZJsI8rpy5+juRoVjKaRyayRipsVz2cvE/r6/V8MrPKE+1IhwvFg01c1Ti5C04ERUEKzY1BGFBza0OHiOBsDJdVUwJ3vKXV0nnvO5d1Bt3jVrzuqijDMdwAmfgwSU04RZa0AYMGp7hFd6sJ+vFerc+FqMlq8gcwR9Ynz8mvJNr</latexit>x0

<latexit sha1_base64="2pqyRZUCAwWubIevJfrYK62+uAY=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBIvgqsxIUZdFNy4r2Ae0Y8mkmTY0kwxJRi1D/8ONC0Xc+i/u/Bsz7Sy09UDgcM493JsTxJxp47rfTmFldW19o7hZ2tre2d0r7x+0tEwUoU0iuVSdAGvKmaBNwwynnVhRHAWctoPxdea3H6jSTIo7M4mpH+GhYCEj2FjpvietmWXTp2nf7ZcrbtWdAS0TLycVyNHol796A0mSiApDONa667mx8VOsDCOcTku9RNMYkzEe0q6lAkdU++ns6ik6scoAhVLZJwyaqb8TKY60nkSBnYywGelFLxP/87qJCS/9lIk4MVSQ+aIw4chIlFWABkxRYvjEEkwUs7ciMsIKE2OLKtkSvMUvL5PWWdU7r9Zua5X6VV5HEY7gGE7Bgwuoww00oAkEFDzDK7w5j86L8+58zEcLTp45hD9wPn8A7+iSzg==</latexit>

x0

<latexit sha1_base64="Ri1q7fyVn6K+iO66MkrhXdtWSFg=">AAAB+HicbVDLSsNAFL2pr1ofjbp0EyxC3ZREirosunFZwT6gDWUynbRDJzNhZiLW0C9x40IRt36KO//GSZuFth4YOJxzD/fOCWJGlXbdb6uwtr6xuVXcLu3s7u2X7YPDthKJxKSFBROyGyBFGOWkpalmpBtLgqKAkU4wucn8zgORigp+r6cx8SM04jSkGGkjDexyXxg7S6ePs6o+G9gVt+bO4awSLycVyNEc2F/9ocBJRLjGDCnV89xY+ymSmmJGZqV+okiM8ASNSM9QjiKi/HR++Mw5NcrQCYU0j2tnrv5OpChSahoFZjJCeqyWvUz8z+slOrzyU8rjRBOOF4vChDlaOFkLzpBKgjWbGoKwpOZWB4+RRFibrkqmBG/5y6ukfV7zLmr1u3qlcZ3XUYRjOIEqeHAJDbiFJrQAQwLP8Apv1pP1Yr1bH4vRgpVnjuAPrM8f5BeTPw==</latexit>

x(t)

<latexit sha1_base64="6Vtbt8qtnfJxa7YQMQ2jc0uBhGE=">AAAB+XicbVDLSsNAFL3xWesr6tLNYBHqpiRS1GXRjcsK9gFtKJPJpB06mYSZSbGE/okbF4q49U/c+TdO2iy09cDA4Zx7uHeOn3CmtON8W2vrG5tb26Wd8u7e/sGhfXTcVnEqCW2RmMey62NFORO0pZnmtJtIiiOf044/vsv9zoRKxWLxqKcJ9SI8FCxkBGsjDWy7n4qAyjyePc2q+mJgV5yaMwdaJW5BKlCgObC/+kFM0ogKTThWquc6ifYyLDUjnM7K/VTRBJMxHtKeoQJHVHnZ/PIZOjdKgMJYmic0mqu/ExmOlJpGvpmMsB6pZS8X//N6qQ5vvIyJJNVUkMWiMOVIxyivAQVMUqL51BBMJDO3IjLCEhNtyiqbEtzlL6+S9mXNvarVH+qVxm1RRwlO4Qyq4MI1NOAemtACAhN4hld4szLrxXq3Phaja1aROYE/sD5/AKOqk6s=</latexit>

x(t)
<latexit sha1_base64="CrLcgGPFPZRKE07vcCRVoa88e2k=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VPP7ZUrbtWdgSwTLycVyFHvlb+6/ZilEVfIJDWm47kJ+hnVKJjkk1I3NTyhbEQHvGOpohE3fjY7dUJOrNInYaxtKSQz9fdERiNjxlFgOyOKQ7PoTcX/vE6K4ZWfCZWkyBWbLwpTSTAm079JX2jOUI4toUwLeythQ6opQ5tOyYbgLb68TJpnVe+ien53Xqld53EU4QiO4RQ8uIQa3EIdGsBgAM/wCm+OdF6cd+dj3lpw8plD+APn8wcNGo2o</latexit>x0

<latexit sha1_base64="CklS3l5Cz3TRgsYXcx+QUdVHRXE=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPVY9OKxgv2AdinZNNuGJtklyYpl6V/w4kERr/4hb/4bs+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCyW3mdx6p0iySD2YaU1/gkWQhI9hk0lPVnA/KFbfmzoFWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X46v3WGzqwyRGGkbEmD5urviRQLracisJ0Cm7Fe9jLxP6+XmPDaT5mME0MlWSwKE45MhLLH0ZApSgyfWoKJYvZWRMZYYWJsPCUbgrf88ippX9S8y1r9vl5p3ORxFOEETqEKHlxBA+6gCS0gMIZneIU3RzgvzrvzsWgtOPnMMfyB8/kDhLeN6A==</latexit>
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Aside #2: Mixed Monotone System Theory
A framework for reachability analysis

Original system

ẋ = F(x, u)

Embedded system

ẋ = G(x, x, u, u),

ẋ = G(x, x, u, u)

1 F is embedded in G, i.e., F(x, u) = G(x, x, u, u)

2 D1G is Metzler and D2G is non-positive

3 D3G is non-negative and D4G is non-positive

Reachability via embedded system

For u ∈ [u, u], every trajectory of F starting from
x0 ∈ [x0, x0] satisfies

x(t) ∈ [x(t), x(t)]

where t 7→
[
x(t)
x(t)

]
is the trajectory of embedded

system starting from
[ x0
x0

]

Metzler = non-negative off-diagonal entries

embedded system is a monotone dynamical
system wrt the southeast order

[
x
x

]
≤SE

[
y
y

]
⇐⇒ x ≤ y, y ≤ x

G is not unique and different approaches
exist for computing G

Blue = embedded system

Red = original system
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Embedded INN
Reachability via Mixed Monotone System Theory

Metzler/non-Metzler decomposition: A = dAeMzl + bAcMzl

Example: A =

[
2 −1
1 −3

]
=⇒ dAeMzl =

[
2 0
1 −3

]
bAcMzl =

[
0 −1
0 0

]

Dynamical system perspective

Original system u ∈ [u, u] Embedded system

ẋ = −x+ Φ(Ax+Bu+ b) =⇒
[
ẋ
ẋ

]
= −

[
x
x

]
+

[
Φ(dAeMzlx+ bAcMzlx+ [B]+u+ [B]−u+ b)
Φ(dAeMzlx+ bAcMzlx+ [B]+u+ [B]−u+ b)

]

Fixed-point equation perspective

Original INN u ∈ [u, u] Embedded INN

x = Φ(Ax+Bu+ b) =⇒
[
x
x

]
=

[
Φ(dAeMzlx+ bAcMzlx+ [B]+u+ [B]−u+ b)
Φ(dAeMzlx+ bAcMzlx+ [B]+u+ [B]−u+ b)

]
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Embedded INN
Main result

Theorem

If µ∞(A) < 1 and u ∈ [u, u]

1 INN has a unique fixed point x∗u

2 Embedded INN has a unique fixed point

[
x∗

x∗

]

3 ([C]+ [C]−)

[
x∗

x∗

]

︸ ︷︷ ︸
y

+c ≤ y ≤ ([C]− [C]+)

[
x∗

x∗

]

︸ ︷︷ ︸
y

+c
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Figure 1. Conceptual illustration of the (non-convex) adversarial polytope, and an outer convex bound.

the loss function.1 Madry et al. (2017) revisited this connec-
tion to robust optimization, and noted that simply solving
the (non-convex) min-max formulation of the robust opti-
mization problem works very well in practice to find and
then optimize against adversarial examples. Our work can
be seen as taking the next step in this connection between
adversarial examples and robust optimization. Because we
consider a convex relaxation of the adversarial polytope, we
can incorporate the theory from convex robust optimization
and provide provable bounds on the potential adversarial
error and loss of a classifier, using the specific form of dual
solutions of the optimization problem in question without
relying on any traditional optimization solver.

3. Training Provably Robust Classifiers
This section contains the main methodological contribution
of our paper: a method for training deep ReLU networks
that are provably robust to norm-bounded perturbations. Our
derivation roughly follows three steps: first, we define the
adversarial polytope for deep ReLU networks, and present
our convex outer bound; second, we show how we can ef-
ficiently optimize over this bound by considering the dual
problem of the associated linear program, and illustrate how
to find solutions to this dual problem using a single modi-
fied backward pass in the original network; third, we show
how to incrementally compute the necessary elementwise
upper and lower activation bounds, using this dual approach.
After presenting this algorithm, we then summarize how the
method is applied to train provably robust classifiers, and
how it can be used to detect potential adversarial attacks on
previously unseen examples.

3.1. Outer Bounds on the Adversarial Polytope

In this paper we consider a k layer feedforward ReLU-based
neural network, f✓ : R|x| ! R|y| given by the equations

ẑi+1 = Wizi + bi, for i = 1, . . . , k � 1

zi = max{ẑi, 0}, for i = 2, . . . , k � 1
(1)

with z1 ⌘ x and f✓(x) ⌘ ẑk (the logits input to the clas-
sifier). We use ✓ = {Wi, bi}i=1,...,k to denote the set of
all parameters of the network, where Wi represents a linear
operator such as matrix multiply or convolution.

1This fact is well-known in robust optimization, and we merely
mean that the original paper pointed out this connection.

Figure 2. Illustration of the convex ReLU relaxation over the
bounded set [`, u].

We use the set Z✏(x) to denote the adversarial polytope, or
the set of all final-layer activations attainable by perturbing
x by some � with `1 norm bounded by ✏:2

Z✏(x) = {f✓(x + �) : k�k1  ✏}. (2)

For multi-layer networks, Z✏(x) is a non-convex set (it
can be represented exactly via an integer program as in
(Lomuscio & Maganti, 2017) or via SMT constraints (Katz
et al., 2017)), so cannot easily be optimized over.

The foundation of our approach will be to construct a convex
outer bound on this adversarial polytope, as illustrated in
Figure 1. If no point within this outer approximation exists
that will change the class prediction of an example, then we
are also guaranteed that no point within the true adversarial
polytope can change its prediction either, i.e., the point is ro-
bust to adversarial attacks. Our eventual approach will be to
train a network to optimize the worst case loss over this con-
vex outer bound, effectively applying robust optimization
techniques despite non-linearity of the classifier.

The starting point of our convex outer bound is a linear re-
laxation of the ReLU activations. Specifically, given known
lower and upper bounds `, u for the pre-ReLU activations,
we can replace the ReLU equalities z = max{0, ẑ} from
(1) with their upper convex envelopes,

z � 0, z � ẑ, �uẑ + (u � `)z  �u`. (3)

The procedure is illustrated in Figure 2, and we note that if
` and u are both positive or both negative, the relaxation is
exact. The same relaxation at the activation level was used
in Ehlers (2017), however as a sub-step for exact (combina-
torial) verification of networks, and the method for actually
computing the crucial bounds ` and u is different. We denote
this outer bound on the adversarial polytope from replacing
the ReLU constraints as Z̃✏(x).

2For the sake of concreteness, we will focus on the `1 bound
during this exposition, but the method does extend to other norm
balls, which we will highlight shortly.

Generalization of Interval Bound Propagation (IBP) approach

S. Gowal and et. al. On the effectiveness of interval bound propagation for training verifiably robust models. arXiv preprint, 2018
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Embedded INN
Main result

Theorem

If µ∞(A) < 1 and u ∈ [u, u]

1 INN has a unique fixed point x∗u
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Provable Defenses via the Convex Outer Adversarial Polytope
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Figure 1. Conceptual illustration of the (non-convex) adversarial polytope, and an outer convex bound.

the loss function.1 Madry et al. (2017) revisited this connec-
tion to robust optimization, and noted that simply solving
the (non-convex) min-max formulation of the robust opti-
mization problem works very well in practice to find and
then optimize against adversarial examples. Our work can
be seen as taking the next step in this connection between
adversarial examples and robust optimization. Because we
consider a convex relaxation of the adversarial polytope, we
can incorporate the theory from convex robust optimization
and provide provable bounds on the potential adversarial
error and loss of a classifier, using the specific form of dual
solutions of the optimization problem in question without
relying on any traditional optimization solver.

3. Training Provably Robust Classifiers
This section contains the main methodological contribution
of our paper: a method for training deep ReLU networks
that are provably robust to norm-bounded perturbations. Our
derivation roughly follows three steps: first, we define the
adversarial polytope for deep ReLU networks, and present
our convex outer bound; second, we show how we can ef-
ficiently optimize over this bound by considering the dual
problem of the associated linear program, and illustrate how
to find solutions to this dual problem using a single modi-
fied backward pass in the original network; third, we show
how to incrementally compute the necessary elementwise
upper and lower activation bounds, using this dual approach.
After presenting this algorithm, we then summarize how the
method is applied to train provably robust classifiers, and
how it can be used to detect potential adversarial attacks on
previously unseen examples.

3.1. Outer Bounds on the Adversarial Polytope

In this paper we consider a k layer feedforward ReLU-based
neural network, f✓ : R|x| ! R|y| given by the equations

ẑi+1 = Wizi + bi, for i = 1, . . . , k � 1

zi = max{ẑi, 0}, for i = 2, . . . , k � 1
(1)

with z1 ⌘ x and f✓(x) ⌘ ẑk (the logits input to the clas-
sifier). We use ✓ = {Wi, bi}i=1,...,k to denote the set of
all parameters of the network, where Wi represents a linear
operator such as matrix multiply or convolution.

1This fact is well-known in robust optimization, and we merely
mean that the original paper pointed out this connection.

Figure 2. Illustration of the convex ReLU relaxation over the
bounded set [`, u].

We use the set Z✏(x) to denote the adversarial polytope, or
the set of all final-layer activations attainable by perturbing
x by some � with `1 norm bounded by ✏:2

Z✏(x) = {f✓(x + �) : k�k1  ✏}. (2)

For multi-layer networks, Z✏(x) is a non-convex set (it
can be represented exactly via an integer program as in
(Lomuscio & Maganti, 2017) or via SMT constraints (Katz
et al., 2017)), so cannot easily be optimized over.

The foundation of our approach will be to construct a convex
outer bound on this adversarial polytope, as illustrated in
Figure 1. If no point within this outer approximation exists
that will change the class prediction of an example, then we
are also guaranteed that no point within the true adversarial
polytope can change its prediction either, i.e., the point is ro-
bust to adversarial attacks. Our eventual approach will be to
train a network to optimize the worst case loss over this con-
vex outer bound, effectively applying robust optimization
techniques despite non-linearity of the classifier.

The starting point of our convex outer bound is a linear re-
laxation of the ReLU activations. Specifically, given known
lower and upper bounds `, u for the pre-ReLU activations,
we can replace the ReLU equalities z = max{0, ẑ} from
(1) with their upper convex envelopes,

z � 0, z � ẑ, �uẑ + (u � `)z  �u`. (3)

The procedure is illustrated in Figure 2, and we note that if
` and u are both positive or both negative, the relaxation is
exact. The same relaxation at the activation level was used
in Ehlers (2017), however as a sub-step for exact (combina-
torial) verification of networks, and the method for actually
computing the crucial bounds ` and u is different. We denote
this outer bound on the adversarial polytope from replacing
the ReLU constraints as Z̃✏(x).

2For the sake of concreteness, we will focus on the `1 bound
during this exposition, but the method does extend to other norm
balls, which we will highlight shortly.

Generalization of Interval Bound Propagation (IBP) approach

S. Gowal and et. al. On the effectiveness of interval bound propagation for training verifiably robust models. arXiv preprint, 2018

Jafarpour, Abate, Davydov, Bullo, Coogan Robustness Certificates for Implicit Neural Networks June 23, 2022 10 / 12



Numerical Experiments
MNIST dataset classification

MNIST dataset: 28× 28 pixel handwritten digits between 0− 9.

INN with n = 100 and trained using NEMON algorithm∗

ε = size of perturbation, U = [u− ε1784, u+ ε1784].

Lipschitz Approach∗

N(U) ⊂ [y − Lip∞ ε, y + Lip∞ ε]

Mixed Monotone Approach

N(U) ⊂ [y(ε), y(ε)]
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Numerical Experiments
MNIST dataset classification

MNIST dataset: 28× 28 pixel handwritten digits between 0− 9.

INN with n = 100 and trained using NEMON algorithm∗

ε = size of perturbation, U = [u− ε1784, u+ ε1784].

Lipschitz Approach∗

N(U) ⊂ [y − Lip∞ ε, y + Lip∞ ε]

Mixed Monotone Approach

N(U) ⊂ [y(ε), y(ε)]
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Conclusions

A dynamical system perspective to robustness analysis of neural network

Contraction theory + Mixed monotone system theory

Hyper-rectangular over-approximation of reachable sets of INNs

Future Directions

Training robust implicit neural networks using mixed monotone theory (submitted to CDC)

Reachability analysis of closed-loop systems with neural network controllers
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Thank you for your attention!
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Adversarial perturbations
Features and mitigation

Feature of adversarial perturbations:

exist for a large class of learning algorithms

transfer across models (not always!)

not caused by overfitting (empirical evidence)
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y = 3

Image credit: MIT CSAIL
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How to mitigate the effect of adversarial perturbations?

Adversarial training

improve training using an attack

easy to implement

no provable guarantee

Robust optimization

use over-approximation of the output

hard to implement in training

provide guarantees
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Implicit Neural Networks
Feedforward neural networks as an INN

A large and flexible class of neural networks:
includes feedforward neural networks

xi+1 = Φ(Aix
i + bi), for all i ∈ {0, . . . , k − 1}

y = Akx
k + bk, u = x0

The equivalent INN is given by:
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...
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= Φ







0 Ak−1 0 . . . 0
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. . .
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y =
[
Ak 0 0 . . . 0

]
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+ bk
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Implicit Neural Networks
Recent literature

1 Origins

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for
vanishing and exploding gradients? In ICLR, 2020

2 Monotone operator theory

E. Winston and J. Z. Kolter. Monotone operator equilibrium networks. In NeurIPS, 2020

M. Revay, R. Wang, and I. R. Manchester. Lipschitz bounded equilibrium networks. 2020. URL
https://arxiv.org/abs/2010.01732

3 Convergence

K. Kawaguchi. On the theory of implicit deep learning: Global convergence with implicit layers. In International
Conference on Learning Representations, 2021. URL https://openreview.net/forum?id=p-NZIuwqhI4

S. W. Fung, H. Heaton, Q. Li, D. McKenzie, S. Osher, and W. Yin. Fixed point networks: Implicit depth models
with Jacobian-free backprop, 2021. URL https://arxiv.org/abs/2103.12803. ArXiv e-print

Jafarpour, Abate, Davydov, Bullo, Coogan Robustness Certificates for Implicit Neural Networks June 23, 2022 17 / 12

https://arxiv.org/abs/2010.01732
https://openreview.net/forum?id=p-NZIuwqhI4
https://arxiv.org/abs/2103.12803


Implicit Neural Networks (INNs)
Training implicit network

Training INNs:

1 loss function L
2 training data (ûi, ŷi)

N
i=1

3 training optimization problem

min
A,B,b,c

N∑

i=1

L(ŷi, Cxi + c)

xi = Φ(Axi +Bûi + b)

Efficient back-propagation through implicit differentiation

Stochastic gradient descent: at each step solve x = Φ(Ax+Bu+ b).
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