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Large-scale Nonlinear Networks
Introduction

Power grid Transportation network

Biological and Artificial Neural Networks

Figure 2: An illustration of the architecture of our CNN, explicitly showing the delineation of responsibilities
between the two GPUs. One GPU runs the layer-parts at the top of the figure while the other runs the layer-parts
at the bottom. The GPUs communicate only at certain layers. The network’s input is 150,528-dimensional, and
the number of neurons in the network’s remaining layers is given by 253,440–186,624–64,896–64,896–43,264–
4096–4096–1000.

neurons in a kernel map). The second convolutional layer takes as input the (response-normalized
and pooled) output of the first convolutional layer and filters it with 256 kernels of size 5 ⇥ 5 ⇥ 48.
The third, fourth, and fifth convolutional layers are connected to one another without any intervening
pooling or normalization layers. The third convolutional layer has 384 kernels of size 3 ⇥ 3 ⇥
256 connected to the (normalized, pooled) outputs of the second convolutional layer. The fourth
convolutional layer has 384 kernels of size 3 ⇥ 3 ⇥ 192 , and the fifth convolutional layer has 256
kernels of size 3 ⇥ 3 ⇥ 192. The fully-connected layers have 4096 neurons each.

4 Reducing Overfitting

Our neural network architecture has 60 million parameters. Although the 1000 classes of ILSVRC
make each training example impose 10 bits of constraint on the mapping from image to label, this
turns out to be insufficient to learn so many parameters without considerable overfitting. Below, we
describe the two primary ways in which we combat overfitting.

4.1 Data Augmentation

The easiest and most common method to reduce overfitting on image data is to artificially enlarge
the dataset using label-preserving transformations (e.g., [25, 4, 5]). We employ two distinct forms
of data augmentation, both of which allow transformed images to be produced from the original
images with very little computation, so the transformed images do not need to be stored on disk.
In our implementation, the transformed images are generated in Python code on the CPU while the
GPU is training on the previous batch of images. So these data augmentation schemes are, in effect,
computationally free.

The first form of data augmentation consists of generating image translations and horizontal reflec-
tions. We do this by extracting random 224⇥ 224 patches (and their horizontal reflections) from the
256⇥256 images and training our network on these extracted patches4. This increases the size of our
training set by a factor of 2048, though the resulting training examples are, of course, highly inter-
dependent. Without this scheme, our network suffers from substantial overfitting, which would have
forced us to use much smaller networks. At test time, the network makes a prediction by extracting
five 224 ⇥ 224 patches (the four corner patches and the center patch) as well as their horizontal
reflections (hence ten patches in all), and averaging the predictions made by the network’s softmax
layer on the ten patches.

The second form of data augmentation consists of altering the intensities of the RGB channels in
training images. Specifically, we perform PCA on the set of RGB pixel values throughout the
ImageNet training set. To each training image, we add multiples of the found principal components,

This is the reason why the input images in Figure 2 are 224 � 224 � 3-dimensional.

5

artificial neural network human neocortical neuron

Aim: understand the dynamics of neural networks, so that

reproducible behavior, i.e., equilibrium response as function of stimula

robust behavior in face of uncertain stimuli

robust behavior in face of uncertain dynamics

learning models, e�cient computational tools, periodic behaviors ...

Artificial neural network

Nonlinearity:

Multiple equilibria

Transient stability

Congestion

Large-scale:

Stochastic

Distributed

“... in Oahu, Hawaii, at least 800,000 micro-inverters interconnect
photovoltaic panels to the grid... ”[IEEE Spectrum, 2015]

“... Americans lost an average of 97 hours a year due to congestion,
costing them nearly 87 billion dollars in 2018 ... ” [INRIX report, 2018]

“... autonomous vehicles should fuse a large amount of data from
cameras, radar and LiDAR sensors ... ”
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Large-scale Nonlinear Networks
Stability and Robustness

Critical task: ensuring safe and reliable operation.

FERC/NERC Staff Report on the September 8, 2011 Blackout  
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Yuma Separates (Time: 15.38.23.12) 

CFE Separates (Time: 15.38.23.13) 

2011 US Southwest blackout Traffic congestion in Beijing Tesla self-driving accident

This task is challenging:

large size of the networks

nonlinear interactions

unknown components

dynamic and stochastic environment

My contribution: Tools and techniques from control theory and dynamical systems

Rigorous systematic approaches to ensure safety and resilience
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Large-scale Nonlinear Networks
Research agenda

Stability and control of large-scale power grids

1 threshold of frequency synchronization

2 multi-stability via partitioning the state-space

3 dynamic stability of low-inertia power grids

SJ, E. Y. Huang, K. D. Smith, and F. Bullo, Flow and Elastic Networks on the n-torus: Geometry, Analysis, and

Computation, SIAM Review, Research Spotlight, 2021.

SJ and F. Bullo, Synchronization of Kuramoto Oscillators via Cutset Projections, IEEE Transactions on Automatic

Control, 2019.
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Large-scale Nonlinear Networks
Research agenda

Robustness of neural networks

1 elements of a non-Euclidean contraction theory

2 `∞-norm robustness analysis of implicit neural networks

SJ and A. Davydov and A. Proskurnikov and F. Bullo. Robust Implicit Networks via Non-Euclidean Contractions.

NeurIPS 2021.

A. Davydov and SJ and F. Bullo. Non-Euclidean Contraction Theory for Robust Nonlinear Stability. arXiv:

https://arxiv.org/abs/2103.12263, 2021.
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Large-scale Nonlinear Networks
Research agenda

Resilience of dynamic flow networks

1 extensions of contraction theory for large-scale real-world networks

2 robustness of transportation systems to large-size attacks or perturbations

SJ and P. Cisneros-Velarde and F. Bullo. Weak and Semi-Contraction for Network Systems and Diffusively-Coupled

Oscillators. IEEE Transactions on Automatic Control, 2021.

SJ and S. Coogan. Resilience of Input Metering in Dynamic Flow Networks. American Control Conference, to appear,

2022.
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Presentation outline

Robustness of neural networks

implicit neural networks

well-posedness using contraction theory

robustness via Lipschitz bounds

Resilience of dynamic flow networks

dynamic flow networks

dichotomy in asymptotic behavior

robustness of transportation networks to failures
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Neural Networks in Autonomous Systems
Robustness issues
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Neural Network

Promising performance

large amount of data is available

high-dimensional input

complicated behaviors

little knowledge about the system

Robustness challenges

vulnerable to input perturbations

Safety- and security-critical applications:
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Adversarial Perturbations
Definition and Examples

Small changes in the input lead to large changes in the output

C. Szegedy and et. al. Intriguing properties of neural networks. In ICLR, 2014

Towards Evaluating the Robustness
of Neural Networks

Nicholas Carlini David Wagner
University of California, Berkeley

ABSTRACT

Neural networks provide state-of-the-art results for most
machine learning tasks. Unfortunately, neural networks are
vulnerable to adversarial examples: given an input x and any
target classification t, it is possible to find a new input x′

that is similar to x but classified as t. This makes it difficult
to apply neural networks in security-critical areas. Defensive
distillation is a recently proposed approach that can take an
arbitrary neural network, and increase its robustness, reducing
the success rate of current attacks’ ability to find adversarial
examples from 95% to 0.5%.

In this paper, we demonstrate that defensive distillation does
not significantly increase the robustness of neural networks
by introducing three new attack algorithms that are successful
on both distilled and undistilled neural networks with 100%
probability. Our attacks are tailored to three distance metrics
used previously in the literature, and when compared to pre-
vious adversarial example generation algorithms, our attacks
are often much more effective (and never worse). Furthermore,
we propose using high-confidence adversarial examples in
a simple transferability test we show can also be used to
break defensive distillation. We hope our attacks will be used
as a benchmark in future defense attempts to create neural
networks that resist adversarial examples.

I. INTRODUCTION

Deep neural networks have become increasingly effective
at many difficult machine-learning tasks. In the image recog-
nition domain, they are able to recognize images with near-
human accuracy [27], [25]. They are also used for speech
recognition [18], natural language processing [1], and playing
games [43], [32].

However, researchers have discovered that existing neural
networks are vulnerable to attack. Szegedy et al. [46] first
noticed the existence of adversarial examples in the image
classification domain: it is possible to transform an image by
a small amount and thereby change how the image is classified.
Often, the total amount of change required can be so small as
to be undetectable.

The degree to which attackers can find adversarial examples
limits the domains in which neural networks can be used.
For example, if we use neural networks in self-driving cars,
adversarial examples could allow an attacker to cause the car
to take unwanted actions.

The existence of adversarial examples has inspired research
on how to harden neural networks against these kinds of

Original Adversarial Original Adversarial

Fig. 1. An illustration of our attacks on a defensively distilled network.
The leftmost column contains the starting image. The next three columns
show adversarial examples generated by our L2, L∞, and L0 algorithms,
respectively. All images start out classified correctly with label l, and the three
misclassified instances share the same misclassified label of l+1 (mod 10).
Images were chosen as the first of their class from the test set.

attacks. Many early attempts to secure neural networks failed
or provided only marginal robustness improvements [15], [2],
[20], [42].

Defensive distillation [39] is one such recent defense pro-
posed for hardening neural networks against adversarial exam-
ples. Initial analysis proved to be very promising: defensive
distillation defeats existing attack algorithms and reduces their
success probability from 95% to 0.5%. Defensive distillation
can be applied to any feed-forward neural network and only
requires a single re-training step, and is currently one of
the only defenses giving strong security guarantees against
adversarial examples.

In general, there are two different approaches one can take
to evaluate the robustness of a neural network: attempt to prove
a lower bound, or construct attacks that demonstrate an upper
bound. The former approach, while sound, is substantially
more difficult to implement in practice, and all attempts have
required approximations [2], [21]. On the other hand, if the

2017 IEEE Symposium on Security and Privacy

© 2017, Nicholas Carlini. Under license to IEEE.
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Left column is classified correctly but the

three right columns are classified as i+ 1

(mod 10)

Table 1: Sample of physical adversarial examples against LISA-CNN and GTSRB-CNN.

Distance/Angle Subtle Poster
Subtle Poster
Right Turn

Camouflage
Graffiti

Camouflage Art
(LISA-CNN)

Camouflage Art
(GTSRB-CNN)

5’ 0�

5’ 15�

10’ 0�

10’ 30�

40’ 0�

Targeted-Attack Success 100% 73.33% 66.67% 100% 80%

Table 2: Targeted physical perturbation experiment results on LISA-CNN using a poster-printed Stop sign (subtle attacks) and
a real Stop sign (camouflage graffiti attacks, camouflage art attacks). For each image, the top two labels and their associated
confidence values are shown. The misclassification target was Speed Limit 45. See Table 1 for example images of each attack.
Legend: SL45 = Speed Limit 45, STP = Stop, YLD = Yield, ADL = Added Lane, SA = Signal Ahead, LE = Lane Ends.

Distance & Angle Poster-Printing Sticker

Subtle Camouflage–Graffiti Camouflage–Art

5’ 0� SL45 (0.86) ADL (0.03) STP (0.40) SL45 (0.27) SL45 (0.64) LE (0.11)
5’ 15� SL45 (0.86) ADL (0.02) STP (0.40) YLD (0.26) SL45 (0.39) STP (0.30)
5’ 30� SL45 (0.57) STP (0.18) SL45 (0.25) SA (0.18) SL45 (0.43) STP (0.29)
5’ 45� SL45 (0.80) STP (0.09) YLD (0.21) STP (0.20) SL45 (0.37) STP (0.31)
5’ 60� SL45 (0.61) STP (0.19) STP (0.39) YLD (0.19) SL45 (0.53) STP (0.16)

10’ 0� SL45 (0.86) ADL (0.02) SL45 (0.48) STP (0.23) SL45 (0.77) LE (0.04)
10’ 15� SL45 (0.90) STP (0.02) SL45 (0.58) STP (0.21) SL45 (0.71) STP (0.08)
10’ 30� SL45 (0.93) STP (0.01) STP (0.34) SL45 (0.26) SL45 (0.47) STP (0.30)

15’ 0� SL45 (0.81) LE (0.05) SL45 (0.54) STP (0.22) SL45 (0.79) STP (0.05)
15’ 15� SL45 (0.92) ADL (0.01) SL45 (0.67) STP (0.15) SL45 (0.79) STP (0.06)

20’ 0� SL45 (0.83) ADL (0.03) SL45 (0.62) STP (0.18) SL45 (0.68) STP (0.12)
20’ 15� SL45 (0.88) STP (0.02) SL45 (0.70) STP (0.08) SL45 (0.67) STP (0.11)

25’ 0� SL45 (0.76) STP (0.04) SL45 (0.58) STP (0.17) SL45 (0.67) STP (0.08)
30’ 0� SL45 (0.71) STP (0.07) SL45 (0.60) STP (0.19) SL45 (0.76) STP (0.10)
40’ 0� SL45 (0.78) LE (0.04) SL45 (0.54) STP (0.21) SL45 (0.68) STP (0.14)

All images are after perturbation and are classified as 45 mph

speed limit sign
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Robustness of Neural Networks
Lipschitz constant

A rigorous measure for input-output sensitivity of neural networks is
Lipschitz constant

Input-output Lipschitz constant

‖f(u)− f(v)‖ ≤ L‖u− v‖, for all u, v ∈ Rn
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f(u)

1 most common norms: `2 and `∞
`2-norm Lipschitz constant: change in energy-level
`∞-norm Lipschitz constant: component-wise change

2 computing the input-output Lipschitz constant is NP-hard

A. Virmaux and K. Scaman. Lipschitz regularity of deep neural networks: analysis and efficient estimation. In

NeurIPS, 2018

3 extensive research on estimating Lipschitz constant of neural networks

M. Fazlyab, A. Robey, H. Hassani, M. Morari, and G. J. Pappas. Efficient and accurate estimation of Lipschitz

constants for deep neural networks. In NeurIPS, 2019
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Implicit Neural Networks (INNs)
Definition

explicit hidden layers are replaced by a single implicit layer

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

traditional neural networks:

xi+1 = φi(Aix
i + bi), x0 = u

y = Akx
k + c

implicit neural networks:

x = Φ(Ax+Bu+ b)

y = Cx+ c

activation functions are slope-restricted in [0, 1], i.e., 0 ≤ φi(x)−φi(y)
x−y ≤ 1 for all x, y ∈ R

Φ((y1, . . . , yn)) = (φ1(y1), . . . , φn(yn))> is a diagonal activation function.
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Implicit Neural Networks (INNs)
Origin and Motivations

Origins:

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for

vanishing and exploding gradients? In ICLR, 2020

Generalizing feedforward neural networks to fully-connected synaptic matrices

Intuition: xi+1 = φi(Aix
i + bi) ⇐⇒ x = Φ(Ax+Bu+b), where A has

upper diagonal structure.

Aupper-diagonal = Acomplete =
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Implicit Neural Networks (INNs)
Origin and Motivations

comparable accuracy to traditional neural networks with significant memory reduction

S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

Intuition: implicit neural network = weight-tied infinite-layer network

x1 x2 x3 xku y
A A A

xi+1 = φi(Ax
i +Biu+ bi) =⇒ limi→∞ x

i = x∗ solution to the INN

suitable for learning constrained optimization problems

A. Agrawal, B. Amos, S. Barratt, S. Boyd, S. Diamond, and J. Z. Kolter. Differentiable convex optimization

layers. In NeurIPS, 2019

Intuition: casting KKT condition as an implicit layer
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Implicit Neural Networks (INNs)
Origin and Motivations

vanishing and exploding gradient

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea for

vanishing and exploding gradients? In ICLR, 2020

Intuition: the notion of “autapse” (time-delayed self-feedback) from neuroscience

Aupper-diagonal = AAutapse =

suitable for learning stiff problems or problems with discontinuity

S. Pfrommer, M. Halm, and M. Posa. ContactNets: Learning discontinuous contact dynamics with smooth,

implicit representations. arXiv preprint, 2020
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Implicit Neural Networks (INNs)
Challenges

Challenge 1: well-posedness, i.e., existence and uniqueness of

x = Φ(Ax+Bu+ b)

Challenge 2: convergence stability, i.e., algorithms for computing the solution of

x = Φ(Ax+Bu+ b)

Challenge 3: computing robustness margin, i.e., estimate Lipschitz bound for INNs

Challenge 4: implementing robustness in the training

Goal: develop a rigorous framework to study these challenges
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Contraction theory
Definitions

ẋ = G(t, x) is contractive if its flow is a contraction map
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Contraction theory
Historical notes

Origins

D. C. Lewis. Metric properties of differential equations. American Journal of Mathematics, 71(2):294–312, 1949

B. P. Demidovich. Dissipativity of a nonlinear system of differential equations. Uspekhi Matematicheskikh Nauk,

16(3(99)):216, 1961

C. A. Desoer and H. Haneda. The measure of a matrix as a tool to analyze computer algorithms for circuit
analysis. IEEE Transactions on Circuit Theory, 19(5):480–486, 1972.

Application in control theory:

W. Lohmiller and J.-J. E. Slotine. On contraction analysis for non-linear systems. Automatica, 34(6):683–696,
1998

Reviews:

Z. Aminzare and E. D. Sontag. Contraction methods for nonlinear systems: A brief introduction and some open
problems. In Proc CDC, pages 3835–3847, Dec. 2014

M. Di Bernardo, D. Fiore, G. Russo, and F. Scafuti. Convergence, consensus and synchronization of complex
networks via contraction theory. In Complex Systems and Networks: Dynamics, Controls and Applications, pages
313–339. Springer, 2016

H. Tsukamotoa, S.-J. Chung, and J.-J. E. Slotine. Contraction theory for nonlinear stability analysis and
learning-based control: A tutorial overview, 2021. URL https://arxiv.org/abs/2110.00675
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Contraction theory
Properties
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x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

Highly ordered transient and asymptotic behavior:

1 time-invariant G: unique globally exponential stable equilibrium
two natural Lyapunov functions

2 periodic G: contracting system entrain to periodic inputs

3 strong robustness properties: contractivity rate is natural measure of robust stability
input-to-state stability in presence of un-modeled dynamics

4 accurate numerical integration and efficient methods for their equilibrium computation
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Contraction theory
Matrix measures

The matrix measure of A ∈ Rn×n wrt to ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h
.

Directional derivative of norm ‖ · ‖ in direction of A,

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)
µ∞(A) = max

i

(
aii +

∑
j 6=i
|aij |

)
One-sided Lipschitz constant

E. Hairer, S. P. Nørsett, and G. Wanner. Solving Ordinary Differential Equations I. Nonstiff Problems. 1993

Logarithmic norm

T. Ström. On logarithmic norms. SIAM Journal on Numerical Analysis, 1975

SJ (Georgia Tech) Safety and Resilience of Large-scale Networks March 3, 2022 19 / 51



Contraction theory
Matrix measures

The matrix measure of A ∈ Rn×n wrt to ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h
.

Directional derivative of norm ‖ · ‖ in direction of A,

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)
µ∞(A) = max

i

(
aii +

∑
j 6=i
|aij |

)

One-sided Lipschitz constant

E. Hairer, S. P. Nørsett, and G. Wanner. Solving Ordinary Differential Equations I. Nonstiff Problems. 1993

Logarithmic norm

T. Ström. On logarithmic norms. SIAM Journal on Numerical Analysis, 1975

SJ (Georgia Tech) Safety and Resilience of Large-scale Networks March 3, 2022 19 / 51



Contraction theory
Matrix measures

The matrix measure of A ∈ Rn×n wrt to ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h
.

Directional derivative of norm ‖ · ‖ in direction of A,

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)
µ∞(A) = max

i

(
aii +

∑
j 6=i
|aij |

)
One-sided Lipschitz constant

E. Hairer, S. P. Nørsett, and G. Wanner. Solving Ordinary Differential Equations I. Nonstiff Problems. 1993

Logarithmic norm

T. Ström. On logarithmic norms. SIAM Journal on Numerical Analysis, 1975

SJ (Georgia Tech) Safety and Resilience of Large-scale Networks March 3, 2022 19 / 51



Contraction theory
Contraction via matrix measures

ẋ = G(t, x) is contractive if its flow is a contraction map

<latexit sha1_base64="N3hfoZuaqNqDBlz3SHiemm3eHYU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCF48V7Qe0oWy2k3bpZhN2N2IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHssHM0nQj+hQ8pAzaqx0/9R3++WKW3XnIKvEy0kFcjT65a/eIGZphNIwQbXuem5i/Iwqw5nAaamXakwoG9Mhdi2VNELtZ/NTp+TMKgMSxsqWNGSu/p7IaKT1JApsZ0TNSC97M/E/r5ua8NrPuExSg5ItFoWpICYms7/JgCtkRkwsoUxxeythI6ooMzadkg3BW355lbQuqt5l1b2rVeq1PI4inMApnIMHV1CHW2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gAHSI2V</latexit>x0

<latexit sha1_base64="wi0Ie671B5q+pQnuDOsZDzQkN+I=">AAAB6nicdVDLSgNBEOyNrxhfUY9eBoPgKcyEaJJbwIvHiOYByRJmJ7PJkNkHM7PCEvIJXjwo4tUv8ubfOJtEUNGChqKqm+4uL5ZCG4w/nNza+sbmVn67sLO7t39QPDzq6ChRjLdZJCPV86jmUoS8bYSRvBcrTgNP8q43vcr87j1XWkThnUlj7gZ0HApfMGqsdJsO8bBYwmWMMSEEZYTULrEljUa9QuqIZJZFCVZoDYvvg1HEkoCHhkmqdZ/g2Lgzqoxgks8Lg0TzmLIpHfO+pSENuHZni1Pn6MwqI+RHylZo0EL9PjGjgdZp4NnOgJqJ/u1l4l9ePzF+3Z2JME4MD9lykZ9IZCKU/Y1GQnFmZGoJZUrYWxGbUEWZsekUbAhfn6L/SadSJhdlfFMtNaurOPJwAqdwDgRq0IRraEEbGIzhAZ7g2ZHOo/PivC5bc85q5hh+wHn7BFXEjcw=</latexit>y0

y(t)
<latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit><latexit sha1_base64="G60v/zmKfwsWL8x01beEcid3o+c=">AAAB63icdVDLSgMxFM3UV62vqks3wSLUTUmK2HZXdOOygn1AO5RMmmlDk8yQZIQy9BfcuFDErT/kzr8x01ZQ0QMXDufcy733BLHgxiL04eXW1jc2t/LbhZ3dvf2D4uFRx0SJpqxNIxHpXkAME1yxtuVWsF6sGZGBYN1gep353XumDY/UnZ3FzJdkrHjIKbGZNCvb82GxhCoIIYwxzAiuXSJHGo16FdchziyHElihNSy+D0YRTSRTlgpiTB+j2Pop0ZZTweaFQWJYTOiUjFnfUUUkM366uHUOz5wygmGkXSkLF+r3iZRIY2YycJ2S2In57WXiX14/sWHdT7mKE8sUXS4KEwFtBLPH4YhrRq2YOUKo5u5WSCdEE2pdPAUXwten8H/SqVYwquDbi1LzahVHHpyAU1AGGNRAE9yAFmgDCibgATyBZ096j96L97pszXmrmWPwA97bJ9BGjhY=</latexit>

x(t)
<latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit><latexit sha1_base64="DO6xEqo2v2AzMk4JoJD7HdETlXk=">AAAB63icbVBNS8NAEJ3Ur1q/qh69BItQLyURQY9FLx4r2A9oQ9lsN+3S3U3YnYil9C948aCIV/+QN/+NmzYHbX0w8Hhvhpl5YSK4Qc/7dgpr6xubW8Xt0s7u3v5B+fCoZeJUU9aksYh1JySGCa5YEzkK1kk0IzIUrB2ObzO//ci04bF6wEnCAkmGikecEsykpyqe98sVr+bN4a4SPycVyNHol796g5imkimkghjT9b0EgynRyKlgs1IvNSwhdEyGrGupIpKZYDq/deaeWWXgRrG2pdCdq78npkQaM5Gh7ZQER2bZy8T/vG6K0XUw5SpJkSm6WBSlwsXYzR53B1wzimJiCaGa21tdOiKaULTxlGwI/vLLq6R1UfO9mn9/Wanf5HEU4QROoQo+XEEd7qABTaAwgmd4hTdHOi/Ou/OxaC04+cwx/IHz+QOByY3f</latexit>

<latexit sha1_base64="ep+4VGlKV1k76QkZ9DOdG4ACxeY=">AAACCHicbVC7TsNAEDyHVwgvAyUFJxIkGiI7BVBG0FAGiTykxETnyzk55Xy27tagyEpJw6/QUIAQLZ9Ax99wSVxAwkgrjWZ2tbvjx4JrcJxvK7e0vLK6ll8vbGxube/Yu3sNHSWKsjqNRKRaPtFMcMnqwEGwVqwYCX3Bmv7wauI375nSPJK3MIqZF5K+5AGnBIzUtQ8TyQH3uB7iBw4DrEiPJxqX2F16SmFc6tpFp+xMgReJm5EiylDr2l+dXkSTkEmggmjddp0YvJQo4FSwcaGTaBYTOiR91jZUkpBpL50+MsbHRunhIFKmJOCp+nsiJaHWo9A3nSGBgZ73JuJ/XjuB4MJLuYwTYJLOFgWJwBDhSSomAMUoiJEhhCpubsV0QBShYLIrmBDc+ZcXSaNSds/KlZtKsXqZxZFHB+gInSAXnaMqukY1VEcUPaJn9IrerCfrxXq3PmatOSub2Ud/YH3+AK5XmRw=</latexit>

unit disk with radius e�ct

<latexit sha1_base64="CePEb9FifnRKW6a7JN7QyV4El50="></latexit>

`1
<latexit sha1_base64="wLGhrPh6nAoRw1TaCIs8E60MsDI="></latexit>

`2
<latexit sha1_base64="08RwU98XUA8yyc2GvpS6ThlsQWk="></latexit>

`1
<latexit sha1_base64="4WKuB8iDJNhJExJ80io1IHfhKrc="></latexit>

`5

<latexit sha1_base64="vkrOFlGv1HG4K+dljrdsARvrR1o="></latexit>

`9

Dynamical system ẋ = G(t, x) is contracting with respect to the norm ‖ · ‖ iff

µ(DG(t, x)) ≤ −c, for all x, t
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Contraction theory
Non-Euclidean contractions

`2 − contraction LMI

µ2(DG(t, x)) ≤ −c ⇐⇒ DG(t, x) +DG(t, x)> � −cI

Monotone Operator Theory

E. K. Ryu and S. Boyd. Primer on monotone operator methods. Applied Computational Mathematics, 2016

`1/`∞ − contraction Diagonal Dominance

µ∞(DG(t, x)) ≤ −c, ⇐⇒ (DG(t, x))ii +
∑
j 6=i
|(DG(t, x))ij | ≤ −c, ∀i

µ1(DG(t, x)) ≤ −c, ⇐⇒ (DG(t, x))ii +
∑
j 6=i
|(DG(t, x))ji| ≤ −c, ∀i
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µ1(DG(t, x)) ≤ −c, ⇐⇒ (DG(t, x))ii +
∑
j 6=i
|(DG(t, x))ji| ≤ −c, ∀i
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Solvability of fixed-point equations
A contraction-based framework

Challenge 1: well-posedness and Challenge 2: convergence stability

Problem statement

For a fixed-point equation

x = F(x, u) (for implicit neural networks F(x, u) = Φ(Ax+Bu+ b))

1 when do we have a unique solution?

2 how to efficiently compute it?

Banach Fixed-point Theorem: if ‖DxF(x, u)‖ < 1, then x = F(x, u) has a unique solution
by the Picard iterations

xk+1 = F(xk, u).
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Solvability of fixed-point equations
A contraction-based framework

Key insight

Fixed-point of ⇐⇒ Equilibrium point of

x = F(x, u) ẋ = −x+ F(x, u)

Contraction theory: existence and uniqueness of equilibrium point

µ(DxF(x, u)) < 1.

Theorem: Fixed-point via matrix measures

If µ(DxF(x, u)) < 1 then

1 F has a unique fixed-point x∗u.

2 xk+1 = (1− α)xk + αF(xk, u) converges
to x∗u, for 0 < α ≤ α∗.

Theorem: Fixed-point via norm

If ‖DxF(x, u))‖ < 1 then

1 F has a unique fixed-point x∗u.

2 xk+1 = F(xk, u) converges to x∗u.

S. Jafarpour, A. Davydov, A. V. Proskurnikov, and F. Bullo. Robust implicit networks via non-Euclidean contractions.

In NeurIPS, Dec. 2021b
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Solvability of fixed-point equations
A contraction-based framework

µ(DxF(x, u)) < 1 is less conservative than ‖DxF(x, u)‖ < 1.

F(x, u) = Ax+Bu with A =

[
a b
b a

]

a
<latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit>

b
<latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit><latexit sha1_base64="B8QOfSq5IKQ3NJiokTqrVfN3Ulk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipGQzKFbfqLkDWiZeTCuRoDMpf/WHM0gilYYJq3fPcxPgZVYYzgbNSP9WYUDahI+xZKmmE2s8Wh87IhVWGJIyVLWnIQv09kdFI62kU2M6ImrFe9ebif14vNeGNn3GZpAYlWy4KU0FMTOZfkyFXyIyYWkKZ4vZWwsZUUWZsNiUbgrf68jppX1U9t+o1ryv12zyOIpzBOVyCBzWowz00oAUMEJ7hFd6cR+fFeXc+lq0FJ585hT9wPn8AxOGM5g==</latexit>

a
<latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit><latexit sha1_base64="b7/vCs5ze5KtVd66W3yyALYBfbk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipSQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/DXYzl</latexit>
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µ∞(A) ≤ 1
unbounded

‖A‖∞ ≤ 1
bounded
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Well-posedness of INNs
Computing fixed-points

x = Φ(Ax+Bu+ b)

Theorem: Fixed-points of INNs

If µ∞(DΦ(x)A) < 1, for every x, then

1 there exists a unique fixed-point,

2 for α ∈ ]0, (1−mini(aii)−))−1], the
average map is a contraction map:

Nα(x) := (1− α)x+ αΦ(Ax+Bu+ b)

Theorem: Fixed-points of INNs

If ‖DΦ(x)A‖∞ < 1, for every x, then

1 there exists a unique fixed-point,

2 the Picard iterations

xk+1 := Φ(Axk +Bu+ b)

is a contraction map.

Theorem: Fixed-points of INNs

If µ∞(A) < 1, then

1 there exists a unique fixed-point,

2 for α ∈ ]0, (1−mini(aii)−))−1], the
average map is a contraction map:

Nα(x) := (1− α)x+ αΦ(Ax+Bu+ b)

Theorem: Fixed-points of INNs

If ‖A‖∞ < 1, then

1 there exists a unique fixed-point,

2 the Picard iterations

xk+1 := Φ(Axk +Bu+ b)

is a contraction map.

The iteration xk+1 = Nα(xk) is Euler discretization of

ẋ = −x+ Φ(Ax+Bu+ b)

S. Jafarpour, A. Davydov, A. V. Proskurnikov, and F. Bullo. Robust implicit networks via non-Euclidean contractions.

In NeurIPS, Dec. 2021b
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ẋ = −x+ Φ(Ax+Bu+ b)
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Robustness of fixed-point equations
Input-to-state Lipschitz bounds

Challenge 3: Robustness margins

Problem statement

How does the fixed-point of x = F(x, u) change with u?

Theorem: Input-to-state Lipschitz bounds

x∗u is a fixed-point of x = F(x, u) and
µ(DxF) < 1,

‖x∗u − x∗v‖ ≤
‖DuF‖

1− µ(DxF)
‖u− v‖

Theorem: Input-to-state Lipschitz bounds

x∗u is a fixed-point of x = F(x, u) and
‖DxF‖ < 1,

‖x∗u − x∗v‖ ≤
‖DuF‖

1− ‖DxF‖‖u− v‖
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Robustness of INNs
Computing the Lipschitz bounds

x = Φ(Ax+Bu+ b),

y = Cx+ c

How to compute Lipschitz bounds in INNs?

u 7→︸︷︷︸
Lipu→x∗

x∗ 7→︸︷︷︸
Lipx∗→y

y =⇒ Lipu→y = Lipu→x∗Lipx∗→y

Theorem: Input-to-output Lipschitz

if µ∞(A) < 1 then

Lipu→y =
‖B‖∞‖C‖∞
1− µ∞(A)+

.

Theorem: Input-to-output Lipschitz

if ‖A‖∞ < 1 then

Lipu→y =
‖B‖∞‖C‖∞
1− ‖A‖∞

.
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Implicit Neural Networks (INNs)
Interpretations and comparisons

Intuition #1: Weight-tied infinite-depth NN → fixed-point of INN

x1 x2 x3 xku y
A A A

contraction of xi+1 = Φ(Axi +Biu+ bi) =⇒ limi→∞ x
i = x∗ solution to the INN

Intuition #2: Neural ODE model (infinite time) → fixed-point of INN

<latexit sha1_base64="7fMjjspYJqj6rBTXZzwL1gflFcc="></latexit>x1
<latexit sha1_base64="4iqVboadOStFqDJLiPkXi9g5SOw="></latexit>u

<latexit sha1_base64="HJ08yeQHqJDNTn3iVGTL/G4LhQA="></latexit>y

<latexit sha1_base64="2gUKM8xh6wWEJDe6v1gIyww8gmo=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB+x7/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifPwiGjaU=</latexit>

t1
<latexit sha1_base64="VfQlbjz14oEvJ+wNqJlCEmczKxA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKUY9FLx4r2lpoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqGW+xWMa6E1DDpVC8hQIl7ySa0yiQ/DEY38z8xyeujYjVA04S7kd0qEQoGEUr3WO/1i9X3Ko7B1klXk4qkKPZL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/Gx+6pScWWVAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uwys/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lbRrVe+iWr+rVxrXeRxFOIFTOAcPLqEBt9CEFjAYwjO8wpsjnRfn3flYtBacfOYY/sD5/AEKCo2m</latexit>

t2
<latexit sha1_base64="gH6o9CeD6KKpOTNn4AxUghU0fxA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0m0qMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1Bqw8GHu/NMDMvSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfjm5nffuTaiFg94CThfkSHSoSCUbTSPfbP++WKW3XnIH+Jl5MK5Gj0y5+9QczSiCtkkhrT9dwE/YxqFEzyaamXGp5QNqZD3rVU0YgbP5ufOiUnVhmQMNa2FJK5+nMio5ExkyiwnRHFkVn2ZuJ/XjfF8MrPhEpS5IotFoWpJBiT2d9kIDRnKCeWUKaFvZWwEdWUoU2nZEPwll/+S1pnVe+iWrurVerXeRxFOIJjOAUPLqEOt9CAJjAYwhO8wKsjnWfnzXlftBacfOYQfsH5+AYLjo2n</latexit>

t3
<latexit sha1_base64="vcRJrFKE/vbbY7j4iA5w+DdMWJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB+yP++WKW3XnIKvEy0kFcjT65a/eIGZpxBUySY3pem6CfkY1Cib5tNRLDU8oG9Mh71qqaMSNn81PnZIzqwxIGGtbCslc/T2R0ciYSRTYzojiyCx7M/E/r5tieO1nQiUpcsUWi8JUEozJ7G8yEJozlBNLKNPC3krYiGrK0KZTsiF4yy+vktZF1bus1u5rlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBgbo3f</latexit>

tk
<latexit sha1_base64="JXzBjyZgmsI8ags2tosNzBng8sY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRS1GPRi8cK9gPaUDabTbt2sxt2J0Ip/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemApu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVpyppUCaU7ITFMcMmayFGwTqoZSULB2uHodua3n5g2XMkHHKcsSMhA8phTglZq9Wik0PTLFa/qzeGuEj8nFcjR6Je/epGiWcIkUkGM6fpeisGEaORUsGmplxmWEjoiA9a1VJKEmWAyv3bqnlklcmOlbUl05+rviQlJjBknoe1MCA7NsjcT//O6GcbXwYTLNEMm6WJRnAkXlTt73Y24ZhTF2BJCNbe3unRINKFoAyrZEPzll1dJ66LqX1Zr97VK/SaPowgncArn4MMV1OEOGtAECo/wDK/w5ijnxXl3PhatBSefOYY/cD5/ALFFjzg=</latexit>· · ·

<latexit sha1_base64="CklS3l5Cz3TRgsYXcx+QUdVHRXE=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquFPVY9OKxgv2AdinZNNuGJtklyYpl6V/w4kERr/4hb/4bs+0etPXBwOO9GWbmBTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCyW3mdx6p0iySD2YaU1/gkWQhI9hk0lPVnA/KFbfmzoFWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X46v3WGzqwyRGGkbEmD5urviRQLracisJ0Cm7Fe9jLxP6+XmPDaT5mME0MlWSwKE45MhLLH0ZApSgyfWoKJYvZWRMZYYWJsPCUbgrf88ippX9S8y1r9vl5p3ORxFOEETqEKHlxBA+6gCS0gMIZneIU3RzgvzrvzsWgtOPnMMfyB8/kDhLeN6A==</latexit>

x(t)

<latexit sha1_base64="y4stGcAZQHIdpxPt+YpUB//Xd4U="></latexit>x2
<latexit sha1_base64="GwZ/ezlbxyvcUgpaf7X/z7ta8p0="></latexit>x3

<latexit sha1_base64="I6AwzQh7ehdsQTKCZKiYjIX42cQ="></latexit>xk

<latexit sha1_base64="kqWAffAzKdCCKrntzA26Na2lKO4=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KkkR9Vj04rGC/YA2lM120i7d3YTdjVBC/4IXD4p49Q9589+Ypjlo64OBx3szzMwLYsGNdd1vZ219Y3Nru7RT3t3bPzisHB23TZRohi0WiUh3A2pQcIUty63AbqyRykBgJ5jczf3OE2rDI/VopzH6ko4UDzmjNpe4xEGl6tbcHGSVeAWpQoHmoPLVH0YskagsE9SYnufG1k+ptpwJnJX7icGYsgkdYS+jiko0fprfOiPnmTIkYaSzUpbk6u+JlEpjpjLIOiW1Y7PszcX/vF5iwxs/5SpOLCq2WBQmgtiIzB8nQ66RWTHNCGWaZ7cSNqaaMpvFU85C8JZfXiXtes27ql0+1KuN2yKOEpzCGVyAB9fQgHtoQgsYjOEZXuHNkc6L8+58LFrXnGLmBP7A+fwBMV2OWA==</latexit>

time

contraction of ẋ = −x+ Φ(Ax+Bu+ b) =⇒ limt→∞ x(t) = x∗ solution to INN

R. T. Q. Chen, Y. Rubanova, J. Bettencourt, and D. Duvenaud. Neural ordinary differential equations. In NeurIPS,

2018
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Implicit Neural Networks (INNs)
Interpretations and comparisons

Intuition #1: Weight-tied infinite-depth NN → fixed-point of INN

x1 x2 x3 xku y
A A A

contraction of xi+1 = Φ(Axi +Biu+ bi) =⇒ limi→∞ x
i = x∗ solution to the INN

Intuition #2: Neural ODE model (infinite time) → fixed-point of INN
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t1
<latexit sha1_base64="VfQlbjz14oEvJ+wNqJlCEmczKxA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKUY9FLx4r2lpoQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNnGqGW+xWMa6E1DDpVC8hQIl7ySa0yiQ/DEY38z8xyeujYjVA04S7kd0qEQoGEUr3WO/1i9X3Ko7B1klXk4qkKPZL3/1BjFLI66QSWpM13MT9DOqUTDJp6VeanhC2ZgOeddSRSNu/Gx+6pScWWVAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uwys/EypJkSu2WBSmkmBMZn+TgdCcoZxYQpkW9lbCRlRThjadkg3BW355lbRrVe+iWr+rVxrXeRxFOIFTOAcPLqEBt9CEFjAYwjO8wpsjnRfn3flYtBacfOYY/sD5/AEKCo2m</latexit>

t2
<latexit sha1_base64="gH6o9CeD6KKpOTNn4AxUghU0fxA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0m0qMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1Bqw8GHu/NMDMvSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfjm5nffuTaiFg94CThfkSHSoSCUbTSPfbP++WKW3XnIH+Jl5MK5Gj0y5+9QczSiCtkkhrT9dwE/YxqFEzyaamXGp5QNqZD3rVU0YgbP5ufOiUnVhmQMNa2FJK5+nMio5ExkyiwnRHFkVn2ZuJ/XjfF8MrPhEpS5IotFoWpJBiT2d9kIDRnKCeWUKaFvZWwEdWUoU2nZEPwll/+S1pnVe+iWrurVerXeRxFOIJjOAUPLqEOt9CAJjAYwhO8wKsjnWfnzXlftBacfOYQfsH5+AYLjo2n</latexit>

t3
<latexit sha1_base64="vcRJrFKE/vbbY7j4iA5w+DdMWJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB+yP++WKW3XnIKvEy0kFcjT65a/eIGZpxBUySY3pem6CfkY1Cib5tNRLDU8oG9Mh71qqaMSNn81PnZIzqwxIGGtbCslc/T2R0ciYSRTYzojiyCx7M/E/r5tieO1nQiUpcsUWi8JUEozJ7G8yEJozlBNLKNPC3krYiGrK0KZTsiF4yy+vktZF1bus1u5rlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBgbo3f</latexit>

tk
<latexit sha1_base64="JXzBjyZgmsI8ags2tosNzBng8sY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRS1GPRi8cK9gPaUDabTbt2sxt2J0Ip/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemApu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVpyppUCaU7ITFMcMmayFGwTqoZSULB2uHodua3n5g2XMkHHKcsSMhA8phTglZq9Wik0PTLFa/qzeGuEj8nFcjR6Je/epGiWcIkUkGM6fpeisGEaORUsGmplxmWEjoiA9a1VJKEmWAyv3bqnlklcmOlbUl05+rviQlJjBknoe1MCA7NsjcT//O6GcbXwYTLNEMm6WJRnAkXlTt73Y24ZhTF2BJCNbe3unRINKFoAyrZEPzll1dJ66LqX1Zr97VK/SaPowgncArn4MMV1OEOGtAECo/wDK/w5ijnxXl3PhatBSefOYY/cD5/ALFFjzg=</latexit>· · ·
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time

contraction of ẋ = −x+ Φ(Ax+Bu+ b) =⇒ limt→∞ x(t) = x∗ solution to INN

R. T. Q. Chen, Y. Rubanova, J. Bettencourt, and D. Duvenaud. Neural ordinary differential equations. In NeurIPS,
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Training INNs
Well-posedness condition + promoting robustness

Challenge 4: training of robust and well-posed INNs

1 loss function L
2 training data (ûi, ŷi)

N
i=1

min
A,B,C,b,c

N∑
i=1

L(ŷi, Cxi + c) +λ Lipu→y

xi = Φ(Axi +Bûi + b)

µ∞(A) ≤ γ,

γ < 1 is a hyperparameter and λ ≥ 0 is a regularization parameter

training optimization problem is solved via SGD

at each step of SGD, xi = Φ(Axi +Bûi + b) is solved using the average-iterations

µ∞(A) ≤ γ ⇐⇒ ∃T s.t. A = T − diag(|T |1n) + γIn.
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Implicit Neural Networks
Comparison with the literature

State-of-the-art architectures:

Implicit Deep Learning (IDL)

`∞-norm well-posedness and robustness analysis

results in the green boxes

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

Monotone operator equilibrium networks (MON)

`2-norm well-posedness and robustness analysis

Lip∞ ≤
√
r Lip2 with r size of the input

E. Winston and J. Z. Kolter. Monotone operator equilibrium networks. In NeurIPS, 2020

C. Pabbaraju, E. Winston, and J. Z. Kolter. Estimating Lipschitz constants of monotone deep equilibrium

models. In ICLR, 2021
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Numerical Experiments
Lipschitz bound for INNs

MNIST dataset: 28× 28 pixel handwritten digits between 0− 9, 60, 000 training images
and 10, 000 test images.

implicit neural network order: n = 100 and γ = 0.95

loss function: cross entropy
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IDL

Improvements:

(λ = 0): two orders of magnitude
wrt. IDL and wrt. MON

(λ = 10−3): three orders of
magnitude wrt. IDL and one
order of magnitude wrt. MON

(λ = 10−2): four orders of
magnitude wrt. IDL and two
orders of magnitude wrt. MON

Pareto-optimal curve
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Numerical Experiments
Empirical robustness of INNs

perturbation: inversion attack uadv = u+ ε sign(121784 − u)

Label: 6 Label: 0 Label: 5 Label: 4 Label: 9 Label: 9 Label: 2 Label: 1
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Numerical Experiments
Empirical robustness of INNs
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IDL

(λ = 0): improved robustness
than IDL and MON

(λ > 0): improved robustness at
sizable perturbations but losing
some percentage accuracy in
clean performance

Tradeoff between clean performance and robustness
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Presentation outline

Robustness of neural networks

implicit neural networks

well-posedness using contraction theory

robustness via Lipschitz bounds

Resilience of dynamic flow networks

dynamic flow networks

dichotomy in asymptotic behavior

robustness of transportation networks to failures

SJ (Georgia Tech) Safety and Resilience of Large-scale Networks March 3, 2022 34 / 51



Dynamic Flow Networks
Definition and Examples

A network of interconnected compartments L
density of the ith compartment is xi:

ẋi = F in
i (x)− F out

i (x) := fi(x),

F in
i (x) inflow to compartment i

F out
i (x) outflow from compartment i

<latexit sha1_base64="gQ0QZrHgZBkqf996/QQVBa6B0JU=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlJu+XK27VnYOsEi8nFcjR6Je/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSvqh6l9Vas1ap3+RxFOEETuEcPLiCOtxBA1rAAOEZXuHNeXRenHfnY9FacPKZY/gD5/MH0muM9g==</latexit>

i

<latexit sha1_base64="NA3Ga7vjkwTFZYKQ6Y5bfEF5EXs=">AAAB/XicbVDLSgMxFM34rPU1PnZugkWomzIjRV0WBXFZwT6gHYdMmmlDk8yQZMQ6DP6KGxeKuPU/3Pk3ZtoutPVA4HDOveTcE8SMKu0439bC4tLyymphrbi+sbm1be/sNlWUSEwaOGKRbAdIEUYFaWiqGWnHkiAeMNIKhpe537onUtFI3OpRTDyO+oKGFCNtJN/ev/LpXdrlSA8kT6nIsvLDsW+XnIozBpwn7pSUwBR13/7q9iKccCI0ZkipjuvE2kuR1BQzkhW7iSIxwkPUJx1DBeJEeek4fQaPjNKDYSTNExqO1d8bKeJKjXhgJvOYatbLxf+8TqLDc8/cFCeaCDz5KEwY1BHMq4A9KgnWbGQIwpKarBAPkERYm8KKpgR39uR50jypuKeV6k21VLuY1lEAB+AQlIELzkANXIM6aAAMHsEzeAVv1pP1Yr1bH5PRBWu6swf+wPr8AadrlV0=</latexit>

F in
i (x)

<latexit sha1_base64="Qt24m6SIjxCPHB7s4Aaa2kEvAz8=">AAAB/nicbVDLSgMxFM3UV62vUXHlJliEuikzUtRlURCXFewD2nHIpGkbmmSGJCOWYcBfceNCEbd+hzv/xkw7C209EDiccy/35AQRo0o7zrdVWFpeWV0rrpc2Nre2d+zdvZYKY4lJE4cslJ0AKcKoIE1NNSOdSBLEA0bawfgq89sPRCoaijs9iYjH0VDQAcVIG8m3D659ep/0ONIjyZMw1mlaeTzx7bJTdaaAi8TNSRnkaPj2V68f4pgToTFDSnVdJ9JegqSmmJG01IsViRAeoyHpGioQJ8pLpvFTeGyUPhyE0jyh4VT9vZEgrtSEB2Yyy6nmvUz8z+vGenDhJVREsSYCzw4NYgZ1CLMuYJ9KgjWbGIKwpCYrxCMkEdamsZIpwZ3/8iJpnVbds2rttlauX+Z1FMEhOAIV4IJzUAc3oAGaAIMEPINX8GY9WS/Wu/UxGy1Y+c4++APr8weY3ZXo</latexit>

F out
i (x)

Power networks Transportation networks Water networks
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Dynamic flow problem
Problem statement

Real-world dynamic flow networks:

have wide-spread disturbances

have complex interconnections

interact with decision-makers

interact with stochastic environments

Robustness of flow networks with respect to transient failures (adversarial attacks or random disturbances)

Transient stability of dynamic flow = region of attraction
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Dynamic Flow Networks
Contraction approach

For a dynamic flow network,

conservation law 1>n f(x) = 1>n f(y) ∀x, y ⇐⇒ 1>nDf(x) = 0 ∀x

If f satisfies the conservation law then

1 µ1(Df(x)) ≥ 0

2 if additionally f is cooperative, then µ1(Df(x)) = 0

Cooperative vector field

f is a cooperative vector field if ∂fi(x)
∂xj

≥ 0, for every x and every i 6= j

Dynamic flow networks with the conservation law are not contracting
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Weakly-contracting systems
Definition and properties

ẋ = G(t, x) is weakly-contracting wrt ‖ · ‖:

µ(DG(t, x)) ≤ 0, for all x, t

Dichotomy for weakly-contracting systems

For a weakly-contracting system ẋ = G(x), either

1 G has no equilibrium and every trajectory is unbounded, or

2 G has at least one equilibrium x∗ and every trajectory is bounded,

if the norm ‖ · ‖ is a p-norm, p ∈ {1,∞} and f is piecewise real analytic, then every
trajectory converges to the set of equilibria,

S. Jafarpour, P. Cisneros-Velarde, and F. Bullo. Weak and semi-contraction for network systems and diffusively-coupled

oscillators. IEEE Transactions on Automatic Control, Feb. 2021a
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Weakly-contracting systems
Definition and properties

ẋ = G(t, x) is weakly-contracting wrt ‖ · ‖:

µ(DG(t, x)) ≤ 0, for all x, t

Contracting systems

For a contracting system ẋ = G(x), then

G has a unique equilibrium x∗ and every trajectory converges to it.

S. Jafarpour, P. Cisneros-Velarde, and F. Bullo. Weak and semi-contraction for network systems and diffusively-coupled

oscillators. IEEE Transactions on Automatic Control, Feb. 2021a
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Transportation Networks
Modeling

Macroscopic models of traffic network

segments of the roads are modeled as network of compartments L
vehicles flow from compartment to compartment

density of link i is xi ∈ [0, xi] with jam density xi.

ẋi = F in
i (x)− F out

i (x) := fi(x),

Demand and supply of link i

(demand) xi 7→ di(xi) increasing

(supply) xi 7→ si(xi) decreasing
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xi
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Transportation Networks
Modeling

L =

input links︷︸︸︷
R ⋃ other links︷︸︸︷

O

Input metering

F in
i (x) = min{ui, si(xi)}

Fixed routing ratios

F in
i (x) = Rvi

∑
j∈Linv F

out
j (xj)

Conservation of vehicles∑
i∈Loutv

Rvi = 1

First-In-First-Out (FIFO rule)

F out
j (x) = αv(x)dj(xj),

αv(x) = min
l∈Lout

v

{
1,

sl(xl)

Rvl
∑

k∈Lin
v
dk(xk)

}

Link i is in congestion if αv(x) < 1

Link i is in free-flow if αv(x) = 1

The transportation network ẋ = f(x) satisfies the conservation law

1>nDf(x) = 0
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Transportation Networks
Cooperative behavior and diverging junctions

Motivation Mixed Monotonicity Finite Abstraction Traffic Predictive Control Future Directions

Mixed monotonicity of traffic networks

2Coogan and Arcak, Automatica, 2016
Sam Coogan Exploiting Structure for Control of Traffic Flow Networks 15/38

Theorem
Traffic flow networks are mixed monotone.2

f out
1 (x) = 1

b12
S2(x2)

f in
2 (x) = S2(x2)

f in
3 (x) = b13f out

1 (x) = b13
b12

S2(x2)

v
1 congested

2

3

∂F3

∂x2
=

b13

b12

dS2(x2)

dx2
< 0

Choose d32 = �1

1

2

3

F out
1 (x) =

1

Rv2
s2(x2),

F in
2 (x) = Rv2F

out
1 (x) = s2(x2),

F in
3 (x) = Rv3F

out
1 (x) =

Rv3
Rv2

s2(x2)

∂f3(x)
∂x2

=
Rv

3
Rv

2

∂s2(x2)
∂x2

≤ 0

Diverging junctions: source of non-cooperative behavior in traffic flow
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Transportation Network
Cooperative domain

Cooperative domain

M = {x ∈ [0|L|, x] | fout
i (x) = di(xi), for i ∈ Lout

v with v div. junction }.

Intuition: in domain M, the downstreams of diverging
junctions are in free-flow

Theorem: traffic in cooperative domain

The transportation system ẋ = f(x)

1 is cooperative on the domain M
2 satisfies µ1(Df(x)) = 0, for every x ∈M

S. Jafarpour and S. Coogan. Resilience of input metering in dynamic flow networks. In American Control Conference,

2022
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Transportation Networks
Free-flow equilibrium point

The network routing matrix [RO]kl =

{
Rvk, l, k ∈ O
0 otherwise.

and the

input routing matrix [RR]kl =

{
Rvk, k ∈ O, l ∈ R
0 otherwise.

.

P = (I −RO)−1RR

Theorem: free-flow equilibrium point

Let the input metering u be strictly feasible and define xei (u) = d−1i (fei (u)) where

fei (u) =

{
ui, i ∈ R,
[Pu]i, i ∈ O.

1 xe(u) is the unique equilibrium point in M
2 at the equilibrium point xe(u), every link is in free-flow.
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Transportation Network
Region of attraction

Theorem: region of attraction

Let t 7→ y(t) be the solution to

ẏ = h(y),

y(0) = x

and let t∗ = min{t ∈ R≥0 | y(t) ∈M}
1 limt→∞ y(t) = xe(u)

2 every trajectory of f starting from
[0|L|, y(t∗)] converges to xe(u).

Cooperative extension h:

αv(x) 7→ βv(x) =

{
αv(x) x ∈M,

1 x 6∈ M.

f(x) 7→ h(x)

h is cooperative on [0L, x]

f(x) = h(x) for every x ∈M

S. Jafarpour and S. Coogan. Resilience of input metering in dynamic flow networks. In American Control Conference,

2022
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Transportation Network
A simple example

(1)

(2)

(4)

(3)

u

For i ∈ {1, . . . , 4}

xi ∈ [0, 30]

di(xi) = min{15, xi}
si(xi) = min{15, 30− xi}

routing ratios

Rvi =

{
1
2 i = 2, 4,

1 i = 1, 3

For input metering u = 5

free-flow equilibrium xe(u) = (5, 10, 5, 5)>

t 7→ y(t) trajectory of cooperative extension

at t∗ = 24.29 we have

y(t∗) = (20.97, 15, 22.5, 7.5)> ∈M

Thus [04, (20.97, 15, 22.5, 7.5)>] is region of
attraction of xe(u).
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Adversarial perturbations
Features and mitigation

Feature of adversarial perturbations:

exist for a large class of learning algorithms

transfer across models (not always!)

not caused by overfitting (empirical evidence)
<latexit sha1_base64="G4vzAKUfqBvuBoSMSn1cPbS+Hlo=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXgnoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse1flSr1Sqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3RzjLg=</latexit>

+

<latexit sha1_base64="2udq15APOOVm7LshEFcYctVVRqs=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVor0IRS8eK9gPaJeSTbNtbDZZkqywLP0PXjwo4tX/481/Y9ruQVsfDDzem2FmXhBzpo3rfjuFtfWNza3idmlnd2//oHx41NYyUYS2iORSdQOsKWeCtgwznHZjRXEUcNoJJrczv/NElWZSPJg0pn6ER4KFjGBjpXaKrlEdDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SgSOq/Wx+7RSdWWWIQqlsCYPm6u+JDEdap1FgOyNsxnrZm4n/eb3EhHU/YyJODBVksShMODISzV5HQ6YoMTy1BBPF7K2IjLHCxNiASjYEb/nlVdK+qHqX1dp9rdK4yeMowgmcwjl4cAUNuIMmtIDAIzzDK7w50nlx3p2PRWvByWeO4Q+czx/qMY4N</latexit>

y = 8

<latexit sha1_base64="1p6GoiDX/pNJtHQcBBUJSrTI8Go=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0m0qBeh6MVjBdMW2lA22027dHcTdjdCCP0NXjwo4tUf5M1/47bNQasPBh7vzTAzL0w408Z1v5zSyura+kZ5s7K1vbO7V90/aOs4VYT6JOax6oZYU84k9Q0znHYTRbEIOe2Ek9uZ33mkSrNYPpgsoYHAI8kiRrCxkp+ha3Q+qNbcujsH+ku8gtSgQGtQ/ewPY5IKKg3hWOue5yYmyLEyjHA6rfRTTRNMJnhEe5ZKLKgO8vmxU3RilSGKYmVLGjRXf07kWGididB2CmzGetmbif95vdREV0HOZJIaKsliUZRyZGI0+xwNmaLE8MwSTBSztyIyxgoTY/Op2BC85Zf/kvZZ3buoN+4bteZNEUcZjuAYTsGDS2jCHbTABwIMnuAFXh3pPDtvzvuiteQUM4fwC87HN4wDjd4=</latexit>

y = 3

Image credit: MIT CSAIL
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How to mitigate the effect of adversarial perturbations?

Adversarial training

improve training using an attack

easy to implement

no provable guarantee

Robust optimization

use over-approximation of the output

hard to implement in training

provide guarantees
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Implicit Neural Networks
A general framework

A large and flexible class of neural networks:
includes feedforward neural networks

xk

xk−1

x`−2

...
x2

x1


= σ




0 Ak−1 0 . . . 0
0 0 Ak−2 . . . 0
...

...
...

. . .
...

0 0 0 . . . A1

0 0 0 . . . 0





xk

xk−1

xk−2

...
x2

x1


+



0
0
0
...
0
A0


u


,

y =
[
Ak 0 0 . . . 0

]


xk

xk−1

x`−2

...
x2

x1


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Implicit Neural Networks
Recent literature

1 Origins
S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models. In NeurIPS, 2019

L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019

A. Kag, Z. Zhang, and V. Saligrama. RNNs incrementally evolving on an equilibrium manifold: A panacea
for vanishing and exploding gradients? In ICLR, 2020

2 Monotone operator theory

E. Winston and J. Z. Kolter. Monotone operator equilibrium networks. In NeurIPS, 2020 M. Revay,

R. Wang, and I. R. Manchester. Lipschitz bounded equilibrium networks. 2020. URL
https://arxiv.org/abs/2010.01732

3 Convergence

K. Kawaguchi. On the theory of implicit deep learning: Global convergence with implicit layers. In
International Conference on Learning Representations, 2021. URL
https://openreview.net/forum?id=p-NZIuwqhI4 S. W. Fung, H. Heaton, Q. Li, D. McKenzie,

S. Osher, and W. Yin. Fixed point networks: Implicit depth models with Jacobian-free backprop, 2021.
URL https://arxiv.org/abs/2103.12803. ArXiv e-print
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